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A. On July 27, 1945. Ticom requos ted that the following quest
put to Buggisch:

and the
1. Desoribe in detail the Russien systems on which you worked,

breaking methods used.

2. Can you state how many M-209 keys were broken monthl{ 2taOKZ£gI;; ::
elsevhere?Give units and personalities, if recalled, which app
the decodes,

3, What was the extent of liaison with the Japanese at various units with
which you worked? On what systems did liaison exist?

L. Desoribe more fully the organisation and work of WAPRUEF 7, including
strength.

5. Cen you give further deteils of the K377
6. What suocess did they have on Swedish Hagelin?
B. The following replies have been obtained from Buggisch.

1.Russian Systems

Tn 1943 B heard that the Forschungsamt (no individual names given)
had cleimed some success on a Rissian teletype machine, and had re—
ocreated the action of the machine, Tt was a machine with a very lox:xg
cyole being not prime but the produet of several smaller cycles—-like the
SZ42, B, did not know the aycle of all of the individuel wheels or any
other deteils. He heard this from DOERING,who was then doing his research
on the TE2, but liaison with the FA was bad anyway (Major Mettig was
particularly opposed to the SS teint) and the next he heard was that the
traffic found by the FA had stopped. B. remembered only that the cycle
of one wheel was 37; the others, he thought, veried widely from 30-80.

Late in 1943 and increasingly in 1944 OKH itself begen to intercept
non-Morse, 5-impulse traffic(called "Hughes" by B.) The Mathematics Referat
went to work on it ,with TROEBLICHER pleying & leading part. At the end
of 1943 the Russiens created a "kompromiss", giving a depth of about 8
messages with the same setting. With this they were able to recover 1400
letters of pure key and at the same time to asgertain that the traffioc
being passed was the 5-figure code, withregular station chat enciphered at
the seme time on the machine(Suggests a machine in constant motion as
Qgsoribed by Karrenberg).Part of the depth was created within the same
long message, sO that the machine had a cycle, at least in this one case
of sbout 1450 letters, The actual number was thought to be very signif-
igent by the Germans, as it was prime and so could not be the product of
smaller cycles in eny way that they could imagine. This differentiated
it from the machine which the FA had broken. The Germans postulated either
a single tape machine like the T43 or » machine in which the motions of the
wheels influenced each other,q1 and 2 affecting 3, 3 affecting 5, eto. as
in the T52. They were never able to prove one theory or the other, (B,
apologised for this.Said they did not have enough mathematicians to
tackle the fascinating problem of determining what the motion must be to

oreate this cycle, Seemed quite convinced thet there would be a unigque
solution to the problem.).....After this experience they devised Hollerith
machinery to locate depths, but in fact they only found three or four more
cases and none of thes gave additional cycle evidence or even furnished
as much pure key as the first one, B. left the section in June 1944. He
thinks the-traff‘:.c slumped off in the summer of 1944, and LNA took ;tepe
:;)1 try to improve the reception, as they believed the traffio was still

ere. TROEBLICHER was detailed to this end of the work at this time,

B, stressed one faot which had s
€ urprised him, that they had never
information ebout either of these mrchines(he assumed that {h'e one the ;zd
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some element of the key,Stecker he thought
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: from FW or
broke was not the same because of the difference on cyoleS-)

agent sources.

i 3 bjeat of

B. said in passing thet their own security laﬁidogozhgesthg product
wheel mechines of this sort was that the aycle sho 1 Mutual influence
of smaller periods(as in Hagelin) even if this was Sng; o

of wheels should be used to avoid this, bub at the _im hemelas 1

be taken that too short a period was not cregted.ln E ihg e ;hat PYRgRE
in fact had apparently been done by the Rgssiagséebgeen e e
not repeated suggested to him that they might ha
corrected it.

On other Russian systems B, was unable to add muc}f}_ ti)dvﬂ;gf h?.nhi‘gm.
stated before. His own immediate work kad beem in the fie thy R
He knew that the bresking had been so important in 1942 thf:t : eon ;.
man on it, PIETSCH, had been sent to Heeresgruppe Sued tod Z 1111:115 e
operational breaking there, At this time they had'only ha ep M
but were still able to solve almost all the traffic on the use o P
names 2nd =et phrases giving very common code groups. This sEtcoesst e
continued up the fall of 1942, after which time the_use of Blocknote
increasingljr prevalent, and breaking slumped accordingly.

B, also had heard from von DENFFER that the latter had jﬁ.ad great
success in the Northern front on NKWD in the winter of 19424 , No
details known.

B. mentioned the following personalities in the Russian f:'!.eld.
Uffz. RADEMACHER, Wm. SAMSANOV, KRAUT, These men were a:.ll Russian
speskers(the best of the "KAUFLEUTE" of whom B, speaks in general with
disgust.)

2,0M209
B. stated that the operational breaking of 209 was done by the KDRE
and he was quite umeble to give details, Neither OKW nor OKH worked on it

operationally es far as he knew.

3, Liaison with the Japanese

Use of the "Verbindung" led B. promptly into along discussion of
Jap systems in particular and diplomatic systems in general, but when we
finally pinned him down to crypt relations he said he did not know about
OKW--but had never heard of any== snd as for OKH he was sure that there
had never been any Japs around in the flesh or any liaison he knew of.

The previous discussion of systems got onto some ingerestin, ground.

B. thinks Steinberg(of 209 fame) solved some Jap mechine traffic which
was difficult but not so hard as Enigma.B, thinks it was traffic of the

Jep Military Attache. HUETTENHAIN told B, that the Japs were using Enigma
in their traffic to TOKYO--or so B. remembers. Later he ssid Enigma wss

ufledka]émﬁgt .?)OCP{;' ondall diplomatic links at the end of the war, and we
cheoked him back end asked if he did not mean that the Germans used Enigma
to TOKYO, not the Japs. He said he thou

ght it was both, again from hearsay,
HUETTENHAIN had al=. told B that the diplomatic traffi;: was Enigma with 3
s changed from message to message,
B. also spoke of the use of a "G" machine. like the Eni i
: s _ Enigma, but with
ZE stecker, and w:Lth_several notches on the vd:xeels, This was u;ed by the
Qecﬁzzrazncghil}s&gl?{ Nhlite}ry Attaches, HUETTENHAIN hed thought it not so
e ary Enigma, and eventually it had been replaced by the
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L, Wapruef 7

B, stressed that LIEBKNECHT had be?en P
he and.would really know the score on :1.}:. His own picture, howeveTy
oredit to his memory for nemes end seotion names.

; it far longer than
with this outfit e

There were seven Gruppen.
i : ; , Headed
Gruppe I——'\Terwaltungssachsn-—--—':elations with industry 1n general
by a Min Rat whose neme he could not recall.

Gruppe IT--Drahtverbindung--headed by Major Dressler

Gruppe IIT--Development of cipher devices, scramblers, and all matters

of zgis soxrt, Headgd by Oberszlt PARCHTER, Liebknecht, the only one ?.aknew
in this, could not estimate its total strength, (Lis glves a piotﬁri ]C_:

very smaell outfit, with only two or three men on each job, so tha 'h o
was never oble to do original work and in fact had to sPend a large sh&

of his time simply visiting lebs,) This Gruppe was split up at the end

and part moved to Planken which was 30 km from Staats, where B, was, SO
that there was more contact, but not closely sO.

Gruppe IV-- Development of counter measurcs to enemy security dew:.oes

as in III.Headed by Oberstlt WEIDEMANN, with Major Zschoclce?' as his

deputy. Major Z, was head of Ref A, which had to so with building problems.
Dittd Ref, B. Ref, C was the Baudot section, headed by OberBau Rat
Keirkhoff. Sonderfucher BRITSCHNEIDER also prominent in section. There

were about 5-6 engineers, 7-8 other men, and 60 odd Nachrichtenhelfer—
innen in the section,The bulk of the work was on Russian Baudot., Americen
traffic could be intercepted,(B. got off onto this, said it was never
broken at OKH,Ten letter indicators were used, and he remembered no
further details.They had too few men to do the jobs)ess..Ref. D. had o

do with Peilgeraeten, with DF maps and reporte, and also with photo-
graphic work,(Just how these two mingled was not clear elther to B. or

%o interrogators.)...And Ref E was B's own section on speech scrambling
with 8 people under Dr. Lotze, (From the tenor of his references we inferred
4hat this was & typiocal size for & referat on one field, The KEIRKHOFF
referat was definitely outsize in the orgenization, )

Gruppe V--Festungsfunk problems, No details knowm.

Gruppe VI--had been abolished,B, helieves.

GruppeVII--Fernsteusrung. Headed by a Min Rat whose name could not be
recalled, 15 or so of this group came out to Steaats at the end of the
war, but B. did not know what the %totel strength of the outfit had been,

5, K37

This was an eleotrical machine, almost exactl:
: y similar to the Fren
B 211 but without the "Usberschluesseler" (added E., wheel at one -‘-oim:)ch

of the B211, It was considerebly less secure than the B244 and » theoretical

solution was worked out which did not need mu
e % ey ch text. B. had forgotten

el + The K37 had been captured, but never really used by

6.Swedish Hauelin

B,'s only knowledge ceme from a i
: ‘ talk with HUETTENHAIN, K., told him
tggéolget};:r-;:mer of 1543 a civilian mathematiocian in OKW, had silved a
essage on the Swedish machine by statistical methods, This

was the only solBtion of wh
e Mg vhich he had ever heard.His recollection was that

d key no overlaps, (The task of i
el B % of explaining overlap to the
209.) gators was almost too much for him until he thought of
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