56-56 BASIC FIELD MANUAL
Secton V
CIPHER DEVICE M-94

B 55. PurRPoSE AND DISTRIBUTION.~—Cipher device M-84 is a
cryptographic instrument that is an item of equipment issued
by the Signal Corps to all message centers as one of the
authorized means for secref communication. It is also an
item of equipment possessed by all naval units and stations,
including those of the Marine Corps, and can be employed in
certain classes of secret intercommunication between the
Army and the Navy when specific arrangements therefor
have been made by the appropriate commanders, (See fig.
14)

CAUTION: When in danger of capiure, thoroughly de-
stroy the cipher device beyond use or repuair and, if possible,
beyond recognition.

7L-8253

FIGURE 14 —Cipher device M-04.

M 56, DEscrRIPTION.—¢. ‘The device is made of aluminum al-
loy and consists of the following parts:

(1) A central shaft, the left end of which terminates with
a projecting shouldey, the right end of which is threaded.
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SIGNAL COMMUNICATION 56-57

(2) A set of 25 alphabet disks, on the rim of each of which
there is stamped a different, completely disarranged alphabet,

(3) A guide-rule disk, consisting of a blank or unlettered
disk from which projects a guide rule,

(4) A retaining plate, consisting of a thin disk upon one
surface of which is stamped the name and type number of the
device.

(5) A knurled thumb nut.

b. Each disk has a hole at the center suitable for mount-
ing it upon the central shaft upon which the disk can be
revolved forward or backward., The left face of each alpha-
bet disk is provided with a circle of 26 equidistant slots; the
right face is cupped and carries at one point on the Inside
rim of this cup a small projecting lug. The guide-rule disk
also carries such a lug. When the disks are assembled upon
the shaft, the lug on each disk engages with one of the slots
on the adjacent disk on the right and thus the disks can be
held in engagement in any desired relative positions hy
screwing down the knurled thumb nut against the retaining
plate, which is inserted between the last alphabef disk and
the nut.

¢. When the thumb nut and the retaining plate are re-
moved and the alphabet disks are taken off the shaff, it will
be noted that each alphabet disk is stamped on its inside or
cup surface with an identifying symbol consisting of a num-
ber that is above the central hole and a letter that is below it.
The numbers run from 1 to 25, inclusive, the letters from
B to Z, inclusive. 'These symbols are employed to designate
the sequence in which the alphabet disks are to be assembled
upon the shaft in cryptographing or decryptographing mes-
sages as described in paragraph 58. Either symbol may be
used for this purpose (as prearranged) but for the present,
only the numerical identifying symbols will be so used.

B 57. Necessity ¥FoR KEY aAND PRrROVIDING FOR CHANGES
THEREIN.—¢, Messages cryptographed by the same sequence
of alphabet disks can remain secure against solution by a
well-organized and efficient enemy cryptanalytic section for
only a relatively short time. A conservative estimate would
place the minimum at 6 hours, the maximum at 2 or 3 days.
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37-58 BASIC FIELD MANUAL

For this reason it is necessary to change the sequence from
time to time, and the method for determining or indicating
the new sequénce must be agreed upon in advance and thor-
oughly understood by all who are to use the instrument,

b. The sequence in which the alphabet disks are assembled
upon the shaft constitutes the key in this cipher system.
When a change in key is to take place, exactly what the new
key will be and the exact moment it is to supersede the old
key will be determined hy the proper commander and will
be published in signal operation instructions. (For example,
see par. 2657.)

M 58. DETAILED INSTRUCTIONS FOR SETTING DEVICE TO A PRE-
DETERMINED KeY —a. The method prescribed herein is based
upon & key word or key phrase from which the sequence of
numbers constifuting the key for assembling the alphabet
disks may be obtalned by following a simple, standardized
procedure. A relatively long sequence of numbers (which
would be difficult to remember) may thereby be derived at
will from a word or phrase {which is easy fo remember)
and the necessity of carrying the key in written form upon
the person eliminated. The basic key word or key phrase,
together with the numerical key derived as shown below, is
distributed throughout the commsand in signal operation
instructions. ’

b. Assume that the key phrase so distributed is CHINESE
LAUNDRY. The detailed steps for deriving the numerical
key sequence are as follows:

(1) Prepare a sheet of paper by drawing eross sections
1, -inch square, 25 squares to the line, unless prepared sheets
are available,

(2> Insert in the top row of squares the series of numbers
from 1 through 25. Thus:

213 (4 ]5]6]|7|819 |10)11112133114(15/16117]18)19)|20)21 | 22 (23 124 |25

TL-32333

(3) Beginning under the number 1, insert the successive
letters of the key phrase in the second line of squares under
the successive numbers. Thus:
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SIGNAL COMMUNICATION 58

1|z2(2415]|6]7[8{9 |20 11|12[13|14{15]26[17)18]19]20|21[22}23{24|25
c¢le|r|v¥|E|[s|E[L{A]lUu|N{D |R (¥

TL -3834F

(4) Extend the key phrase by repetition until there is 2
letter under the number 25, making a key sequence of 25
letters. (If the key phrase should confain more than 25
letters, those after 25 are merely omitted.) Thus:

120314 ]516]7]8 |9 [10121122[23114|25|16|27|18119) 201 21 22| 23241251
GKIHESELAURDRYGHINESEI.AUH’
743235

(5) Number the letters of the key sequence serially from
1eft to right in accordance with their relative position in the
ordinary alphabet. The letter A comes first in the ordinary
alphabet, and occurs twice in the illustrative key sequence;
therefore, write the number 1 under the first appearance of
A in the key sequence and the number 2 under its second
appearance. Thus:

123 (4]5]6]718|9[10/13/12(13114]15)16(17/18|19( 20) 21| 22|23/24 |25

C|E(I|N|E|S|E(L[A|T[R[DIR|TICIA TN (2|5 |E (L s U [N
L 2

72-3296

(6) The next letter in the ordinary alphabet is B. Ex-
amine the key sequence carefully to see if it contains the
letter B. Since this letter does not appear in the key sequence,
examine the key sequence for the letter C. This letter
oceurs twice in the illustrative key sequence. Write the num-
ber 3 under the first appearance of the letter C and the num-
ber 4 under the second appearance of the letter C. Thus:

1[2[3]s]s]6]7]8]9 |0/ 11f12{23]24]15]26|27]24|19(20| 21| 22| 23| 24|25
clglt(nfe|s|elv|aloix[njr|r|cimirin(eis|E|L s |u{x
1 4 2

7L-3237
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58 BASIC FIELD MANUAL

(') The next letter in the ordinary alphabet is D, which is
vresent in the illustrative key sequence. Assign the number
5 to the only appearance of the letter D and so on {hrough the
alphabet taking each letter successively and assigning the
next number in sequence to each appearance of the letter in
the illustrative key. The work must be done carefully in
‘order that no letter will be overlooked. If an error is made in
the early stage of deriving the key, start anew. Be especially
careful with letters which follow each other in the ordinary
alphabet, but which are present in the key sequence in re-
versed order, such as the combinations ED, FE, ON, and so on.
It is easy to make a mistake in these cases and as a conse-
duence, the assighed numbers will appear in reverse order.

{8) When the numbering process is completed and if the
work is correctly performed, there will be a number under
every letter of the key sequence and the highest number will-
be 25. If not, an error has been made., Check the work and
better still, if two clerks are available, each should derive the
key independently and the final results checked by comparison.

(9) The key phrase selected for the foregoing example will
yield the following key:

1|2 )3 ([4]5]6]|7 8|9 [10}21}22|13| 14| 15|16|17|18[19| 20] 21| 22{23{24 |25
ClE|I(NjE|s[EB|Lja|u|N¥ D |n|Y|c ||z |N S|E{L |A |7 [N
3120[12|36]6 (21 7 241 | 23175 |20(254 [11)13[18]2 [=22[9 |35]|2 |22fa9

7X-3238

(10> This sequence of numbers indicates the order in which
the successive alphabet disks are to be assembled on the shaft
from left to right. According to the foregoing key seguence,
place the alphabet disk No. 3 on the shaft immediately to the
right of the guide rule disk; following disk No, 3, disk No. 10,
and so on, are placed sticcessively to the right of the guide-
rule disk. Disk No. 19 is the last disk to be placed on the
shaft using this particular key. When disk No. 19 is in place
on the shaft, put on the retaining plate and the thumb nut.
Turn the thumb nut on to the shaft sufficiently to retain the
assembly and yet permit the revolving of the individual disks
on the shaft., The device is now ready for enciphering and
deciphering messages.
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SIGNAL COMMUNICATION 59

¥ 58. CRYPTOGRAPHING A MESSAGE—Suppose the following
message is to be enciphered with the key used in paragraph 58:

CO 3d INF
HAVE JUST REACHED EASTERN EDGE OF WOODS
ALONG 552-582 ROAD WILL REMAIN IN OBSERVATION,
CQO 2d BN

d. Omitting the address, write the message down on the
work sheet underneath the key line in lines of 25 letters each.
(With experienced code clerks, the work shect may be
omitted.) Allow two blank lines between each line of clear
text set down on the paper for the insertion of the enciphered
text. (For procedure in enciphering abbreviations and num-
bers appearing in the text of the message, see paragraph 60.)
Thus:

1i2(314(5(617(8(9 101112131415161718’19202122232&25
GHIHESELAUNDRIGHIH'BSELAUN
3]10)132/166 | 20 7 [ 141 [23[37] 5 |20{25]4 [11]13[18]8 |22]9 |15]2 |24]19
HIA|VIE|J U|siTjR|E|a|ciHI|E{D|E{s |s{r{e|r|F & |D |G

Ti-8280

b. Revolve the disks on the shaft one by one, alining the
first 256 letters of the message to form one continuous row of
letters from left to right with the aid of the guide rule. After
alining all 25 letters, lock the assembly in place so that no
disk can become displaced in further manipulation of the
cylinder. The row of letters now appearing along the guide
rule should be checked at this point to be sure that the text
in clear appears as written on the work sheet.

¢. The circumference of the cylinder now presents 26 rows
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58 BASIC FIELD MANUAL

of letters, 24 of which are visible, the remaining two being
hidden or partially obscured by the guide rule. One of the 24
visible rows is the ¢lear text row; the remaining 23 are cipher
text rows, any one of which may be used as the cipher text.
Select one of the cipher text rows at random and write the
letters composing this row immediately under the clear text
on the work sheet. Assume that you chose the row begin-
ning JUKLD, the first row on the work sheet would then read
as follows:

1{2(31415]6]7]a[9 {2011 1223 14| 15]16{37] 18| 19| 20} 21} 22| 23] 24(25
¢lr{x|m|ejs|e|nialu|niB R(y|c|m|XfN|B|8|B|L &[0 ]N¢
3 110]12{36|6 | 23 7 {24 1 {2317 5 [20}251 4 [11]13)18|8 [2219 {15[2 [24]|19
glalv[Elsjofs|r|r|E|ajcim|E|p|E[aAls[P{R{RIR|B|D |&
Jivlejr [ply|xfr|T|z|Tfxviclyjclviv|y|vip|y nin |y

723240

It is not necessary to make a record of the cipher text row
(above or below the plain text row) used as the cipher text nor
is it necessary to indicate anywhere in the cipher text which
row was used.

d. Loosen the thumb nut but do not remove it from the
shaft. Aline the next 25 letters of the plain text as in b
above and tighten the thumb nut once more. Recheck your
work and then select another cipher text line from the 23
lines available, except the one used in enciphering the first
line of the text. Write the cipher line thus obtained under
the second clear text line on the work sheet, Assume you
select the line beginning YUYEZ, the work sheet will now
appear as follows:

12 [3]alsi6l7[8 9 [10§21|12]13(14{15(16)17(18}19}20|2] | 22| 23|24} 25
clB|T(N}JE|S[E[LJA|U|N [DR|TJC|A I[N [E|S |E L /A [T |¥
3 |10/12] 26 6 | 21| 7 24|12 | 23[17!5 [20]25|4 [11]13]|18[8 j22(9 [15(2 [24]|19
Hlalvie|J{ulsir|rRiB (A (c [ |E[D]E }A [8 T [E IR R [E }D |G
Jivjgtnip |y [k [zl f2 4T I}V |C i¥ C IV TITIPITINIA|T
Elo|r|W[o|0|D |84 [%i0|F (CI|F (I |V IE 1|7 |E |7 |W b
v|y|E|lz{pfu|v vz D|B|Q{P [0z [M|C[F N |B[J|T|T|X
72~3247
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SIGNAL COMMUNICATION 59

e. Continue this process in a similar manner with the third
line of plain text. Do not make a practice of selecting any
particular line of cipher text above or below the clear lext.
Avoid the selection of the line sbove the clear text line and
the line below the guide rule, Assume that instructions have
been followed up to this point and that you have selected the
cipher text row beginning EAPTH to represent the third line
of clear text, the work sheet now appears as follows:

1[2)3)4]5([6]7]8[9{10]13]12]|13114|15]16| 17| 18| 19] 20| 21| 22| 23] 24) 25
CIR|I{N[E[S|E|L[AjU |N (D[R [T |CH [I|[N|E}S |EIL|A|D|N
3 [10[12)14 6 | 23] 7 {14]1 | 23|17[5 |20}25|4 111|13])18]|8 [22]9 {15]2 |24419
HiA|V|E[J|U|SIT|RJE|A|C [H|E|D |E [A[S|T{E R |N|E |D G
JIU|E|LID[(Y|KIT[T(2 |I[X|V[C[Y|C[V|U [TV PIY|W H|JT
E[OjJFIW[O[O|D[8[A N |G [F|I|V|E I|V(B|T (W {0]|D
Y E[(Z|D|H Uiz |p QP {0 (2 CIF (¥ |B[J|T I (X
AIS|H[FIIIVIEINITI R |EST |W|O|R 10 |A |D |W|T (L |L E[M
E|A[P|T]H ;Y |0O]F E |W W |T I[N |Y M |P[R|Z |T|T{F}A|D

TL-3892

f. Because the signature is not enciphered, there are only 16
letters remaining to be enciphered which are not enough to
complete a row of cipher text. Aline this third line of clear
text consisting of 16 letters and select a row of cipher text

556T73°—43—8 ™



59 . BASIC FIELD MANUAL

to represent them. Assume that you select the row beginning
MEQRH, the work sheet now appears as follows:

1123 lzal5]6|7 18| [10]11]1=2]|13[24]25]16)17[18[19|20(21[22[23]24} 25
clalrtlslels|efr|a|o|s|p|r|Yjc {u |I ¥ |E|S |EIL L |U T
3 |10/12|16 6 | 23] 7 {14]1 | 23|17|5 |20]25]4 1113(28(8 [22]9 |15]2 (24119
Hialv|e|J|u|s|T|R{E (2 |C|H|EID|E|A|S T R IV [E[D |G
JIO|K[L|D|Y[E|T|T I|Ijvic |y (¢ |v|v]Y P W iH (T
Efo|Fi{W|0|O|D|S|A O N G (FIT [V IE F TV |E|T W D

72-3243

g. Now copy the cipher text on the message form in five-
letter groups. It will then appear as follows:

JUKLD YKITZ IIVCY CVUYV PYWHJ
YUYEZ DHVUZ DBQPO ZMCFN BJJIX
EAPTH YOWHK WWTNY GMPRZ JIFAD
MEQRH BPOJT YUQNT W :

f. The last group of the message is not a complete group
of five letters; make it a complete group by adding four X's.
These are not cryptographed, but are merely added to com-
plete the cipher group. The final work sheet on this mes-
sage will appear as follows:

JUKLD YKITZ IIVCY CVUYV PYWHJ
YUYEZ DHVUZ DBQPO0 ZMCFN BJJIX
EAPTH YOWHK WWINY GMPRZ JIFAD
MEQRH BPOJT YUQNT WXXXX
The message as it now appears is one of many forms in
which the enciphered text might appear externally, de-

pending on which of the cipher text rows were selected for
each line of the encipherment.
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SIGNAL COMMUNICATION * 58-681

i, All work sheets utilized in cryptographing the message
will be destroyed by burning.

W 60. CRYPTOGRAPHING ABBREVIATIONS, PUNCTUATION SIGNS, AND
Numsers.—a. Authorized abbreviations appearing in the orig-
inal plain-text message may be enciphered as abbreviations
without periods. Examples: Am Tn=AMTN; E. V. Brown
Sch=EVBROWNSCH.

b. The writer of a message must spell out the punctuation
signs he wishes transmitted; for example, STOP, COMMA,
COLON, ete. Otherwise punctuation signs will not be trans-
mitted. (See par. 38a(3).)

e. Cardinal and ordinal numbers when spelled out in let-
ters in the original plain-text message are always enclphered
exactly as spelled.

d. Cardinal numbers when expressed in figures in the origi-
nal plain-text message must be spelled oui digit by digit in
cryplographing, Examples:

4=FOUR
40=FOURZEROQO (noft FORTY)
400=FOURZEROZERQ (ot FOUR HUNDRED)
455=FOURFIVEFIVE
2005=TWOZEROZEROFIVE
1201 AM=ONETWOZEROONEAM
5.15 PM=FIVEONEFIVEPM

To save time in the encipherment of numerals, an abbrevi-
ated method of substituting one letter for each of 10 digits
may be authorized in signal operation instructions. Thus
“ALONG 552-592” might be enciphered as “ALONG .JJP
DASH JBP.” The substituted letters must then be enci-
phered.

e. Ordinal numbers above the ordinal number 10th, when
expressed in figures followed by “d”, or “th”, are crypto-
graphed merely as digits spelled out without adding the “d”
or “th.” The omission of the “d” or the “th"” will cause no
confusion or ambiguity. Examples: 3d Bn=THIRDBN; 7th
Pk Tn==SEVENTHPKTN; 1lith Rgt=0ONEONEREGT; 403d
Am Tn=FOURZEROTHREEAMTN,

B 61, DECRYPTOGRAPHING A MESsace.—a, If the key word or
key phrase is known, the numerical key sequence can be de-

a
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81 BASIC FIELD MANUAL

veloped as described in paragraph 58 and the set of alphabet
disks assembled accordingly. Write the message to be de-
cryptographed in rows of 25 letters on cross section paper,
if available; leave space under each line for the insertion of
the plain-text letters. Using the cipher message given in
paragraph 592, it would appear under the key in the following
form:

112[31415167718[9 [10[11]12(13[14(15126|17(18[19]20(21!22) 23124(25
GBIHESELA‘UNDRY HI[I N|E|S [E[L[A[U|N
3 ]20j12(14 6121 7 [ 141 |23[27|5 [20{25[; ]12(13128|8 {229 (152 |24|19
JIVIKIL|P|T|K{TI|T|Z2 [T )3 [vicfylc|v w|Y|v |p (Y[R |B|J

TL-3294

b. 8et up the first 25 letters of the eryptogram on the cipher
device, alining the letters in a row from left fo right. Fix
the disks in place by screwing down the thumb nut and check
your work., Rotate the cylinder scanning successive rows
until! one is found which is intelligible all the way across from
left to right. One row and only one will be found. That
row contains the first 25 letters of the plain text. Insert these
letters in the proper place on the work sheet which will give
the following: i

1123 J4y5]6[7]8[9 [10Mmf12h3NsfisNe[17718[19]20]21 22 23]24] 23]

cjajrx|z|s[E|r{ajo wlp R|zjcjmjsix [E|s |E |L (A |v |N

3120/12/34 6720 7] 141 |23(17]5 feolas(s |na|1s|asfe [22]s [1s]2 [2lae

Jiwirjeln|y|gjrlrizjtlafvlelrfclviolelv e lrnia|s

Blalvigiglo(s[rfrleafcfmeo (e lals[t |z R |v = b e
| F

TL-3245
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¢. Loosen the thumb nut and set up the next 25 letters of
the cipher text. Lock the assembly in position and again
check your work before scanning the rows for one containing
plain text. Again write these 25 letters down in their proper
place on the work sheet and continue the process until the
whole message has been decryptographed.

d, If any difficulty is experienced in picking out a plain
text row, the context of the preceding row should give a good
clue as to the plain text following it. In the message illus-
trated ahove, the last four letters of the group are not to be
decryptographed since they were merely added to make the
last group of the cryptographed text a complete group of
five letters. Omit them from the work sheet. )

e. Copy the plain text message on a message form. The
code clerk may, if authorized to do so by the message Center
chief, convert the numbers which had to be spelled out to
be encipherced to their equivalent arabic numerals., Copy ab-
breviations and punctuation signs exactly as they stand in
the decryptographed message.

SEcTION VI

CONVERTER M-209

B §2. DrescrIPTION AND UsE.—a. Converter M—209 is a small,
hand-operated, all-mechanical cryptographic machine that
is an item of equipment issued by the Signal Corps to all
message centers serving units below the division, and to cer-
tain types of armored force vehicles, and aircraft. In encl-
phering, it malkes 2 printed record of the eryptogram; in de~-
ciphering, it makes a printed record of the plain text message,
Its speed of operation is approximately 12 groups per minute.

b. TM 11-380 contains detailed information regarding the
construction and operation of the machine, necessary ad-
justments, and repairs. While the manual may give illustra-
tive examples of keying arrangements, specific cipher keys
which are employed in actual fleld operations are issued in
signal operation instructions.

81



