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DEFENCE VL.NNING COMMITTEE 

FRENCH PARTICITATION IN TROT, CRYCTOGRAPHIC VHOCURBMENT 
VROGL MME 

Report by the Infrastructure Committee icpresentatives 
OT the Fourteen Nrtions 

The Infrastructure Cormittee Representatives of the 
Fourtoen Nations consider that the question of french participation 
in the TROL cry»togr=phic procurement programme requires thorough 
discussion by thc Fourteen Notions in the Defence l’Ionning Committee. 

2. NATO military policy (as contained in SGM-458-61 and other 
documents) calls for the total encryption of all communications, 
(telegraph, voice, data, facsimile and television), and а new mo jor 
step to achieve this will be the provision of modern tapeless, 
rotorless, on-line {TROL) cryptogrephic cquipment for all NATO 
telegraph circuits. However it will be recalled thot, at the 
meeting of the Council on Wednesday, 23rd November, France indicated 
that cs с logical consequence of the French position regarding, 
military headquerters ani infrestructure, it would not tke part in 
the discussion on the scicction of TROL equipment. urthermore, 
the French Delegation indicated informally that France would not 
contribute to tho cost of procuring TROL equipment for NATO. 

3. It will also be recalled thot at the special meeting cf the 
Council on 7th September(1), France stated: 

“Pélécommunicrtions 

(г) Télécommunications des guarticrs génécoux 

Pour des reisons analogues, la France cesserr dc 

participer aux dépunses d'investissement (achat de 
matériel). En revanche, nous pourrons continuer à 
participer aux frnis de location de circuits 
militaires (permrnents ou r!servSs пез résenux 
р. & T.) utilisés pour la détection lointaine, le 
défense aérienne ct les nouvelles licisons № ét-blir 
entre le Commancement français et les Commondements 
niliós.” | | 

(1) C-VR(66)44 
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NTO SECRET -2- 
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4. AG the special mecting of the Council on 10th November(2), 
the French Deputy Permanent itcpresentotive stotod that: 

"cc dernier problème (NADGE) revêt cujourd'hui un 
certnin errrotère d'urgence puiscuo les contrats 
doivent être signés le mois prochsin. Le 
Délégation française comprend que puisque la Fronce 
pourguit вп participation nu programme NADGE, elle 
continuera ~uesi % demeurer dens les réseaux de 
recueil ct de tronsmissions dus inforzetions du 
défonse aérienne („CE HIGH, carly warning ct d'une 
fgcon générale les systèmes de communicntions qui 
s’y rapportent); étant entendu ou'cllc continuerc 
à essumer во participation finnneitr.” 

5. The International Staff considered thot non-prrticin-tion 
by France in the TROL programme reiscd cmongst cthers, important 
operations questions, and submitted tho following questions to 
DACEUR : | | 

(1) what is the pooition of the NTO Military Authcritics 
on the operationnl rcpercuszicis of not fitting 
circuits terminating nt Trench MOD, French NALLA, 
MET centres спа French milit.-v warts previously 
integrated in the Allied Corone Europe with the 
standard NATO TROL cquipment? 

(2) would it bc operetion=11y accoptable to communicate 
cir defence information obtained vi: the NATO ~lrrm 
and nlert system to French MOD, cither in clear (if 
Prence will not cquip their licison circuits), or 
through a cryptographic chein on which NATO hes no 
control (this implics cquipment ов well as operating 
procedures)? 

(3) how cculd French units be integrated into n NATU 
operstionni plen (in ease of emergency or war which 
would be recognised by France) if these units hove no 
direct circuits with the NATO commends or these 
circuits are not cquipped with NATO stanenra 
cryptographic equipment? 

6, SHAPE's reply, contoined in the letter ct annex A herotc, shows thet non-partioipation would in fact involve unrcceptable limitations on lizison with Frunch forces, and on the лаг defoncc tnd carly warning information passed to France, SHAPE iu of ti 
opinion that to nchieve any effective military co-operntion in on 
emergency, the number of circuits required in the Commend and 
licison ond other categories will remain a proximately ns originclly foruscen (sce paragraph 7 below). The essential 
difference will be that - larger proportion of these circuits will be reserved circuits, which must nevertheless be fully equipped in 

(4) C-VR(66)59 
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-3- NATO STCRT 
ТР 
121 ‘+4 à / a ЕС. 

peacetime, regularly tested and with personnel tr..inci IN 
onerrtion and mointensnec. SHAT has however clso steted thot 
French participation in RIDGE Coes not cf itrolf rcovirc French 
perticipntion in the TRCL cryptographie procureinut progrume, 
since separate crrangements Arc being ande in the core of NUDGE. 

Te The total cost of the »ropgramme hrs been сое ес ct 
£16,5 million for which the Franch contribution would bc roughly 
£2,170,000. The number of equismunts origin-lly Leavin for 
equinping comaunientions between NATO and French feces his been 
catimrted nt 59 dunlex спа 72 simplex terminal coui ments (5% ond 
6.5% rospoctively of thc totnl crogrurme). The cout of caulpping 
these circuits ox the brsis of the estimates used in cot-blishing 
the cust ог the programme is £350,000. 

8. From the аб ус, it is evident thet, for aepuerstio:nal 
recsons, it is csscntisi for Pronch circuits t° be fitted with TROL 
couipment. Tac financing of this military co-oporntion coul” be 
achieved by: 

(=) the normal contribution which France would hove mode 
to the cost of this procurement hod they continued in 
the LTO Infrastructure programme (provision has 
been mode in Slices XIII, XVI ond XVII, with » final 
increment to bu »rovese0 for Slice XVIII) or 

(vt) no French contribution to thc cepitsl cost of 
vroviding cquioment. but in lieu thereof са 2114101071 
ch~rge to be paid by France over on? сооус the normal 
French contribution to the cost of renting circuits 
(or to the cost of operating thu NATO military 
communicntions sye tou [ICE HIGH/ ng the ease mey bu), 
зо that the contribution to the copitel cost 

consideri to be cauitsblc by the Fourteen be 
ru«imbursed over а number of years tnrough the NATO 
Military Budget, or 

(с) French notions] orocurciient СР the courpment to be 
fitted to circuits of dircet interest to Frnec, This 
would involve n minor sum (sec зотлирорв 7) ond 
would bo groecly invcouiteblo to the other фене 
since Fronce would enjoy the benelite of pucuri 
communications throughout the Ailicnee while 0867 ang 
лише of n finnncirl contribution to the extensive 

system outside Franco. 

-3- NATO STORET 
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NATO SECRET -4- 
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9, It is suggested thot the Defence vlenning Committec may, in the light of the above, wish +2 obtain clorificition in the Council аз to France's intentions in this respect, Annex B hercto contrins n suggested form of report for this PUrpose. 

(Signed) M. CH.SE 

Chairman 

OTANANATO, 
Paris, (160), 

: NATO SECRET 
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-5- NATO SECRE. 
NNEX А TO AG 

SHAPE 6110/2330 22nd November, 1966 

TROL equipment for French circuits 

l. Following are SHAPE comments to specific questions raised 
by a memorandum from the International Staff: 

(a) reference question по, 1: in an emergency, SHAPE coul. 
not exercise effective liaison or co-ordination with 
MOD France and the French agencies listed, nor exercise 
command of or co-ordination with French units unless the 
required telegraph circuits are established and tested 
in peacetime and equipped with NATO TROL equipment on 
which personnel are trained in operation and 
maintenance. The delays involved in using off-line 
encryption on NATO circuits or in passing traffic from 
NATO headquarters communications centres to national 
liaison detachments for onward transmission would be 
totally unacceptable; 

(b) reference question no. 2: the only early warning 
information which could be passed in the clear would be 
the initial reports. Amplifying reports would have to 
be classified. The use of national classified circuits 
would be accepteble from a security point of view, but 
the delay in transmission via a national liaison 
detachment would be unacceptable. Furthermore, there 
is a requirement for passing classified telegraph 
traffic from 50Cs to the ADOCs at ATAF level and to 
the national air defence centre at Taverny; 

{с} reference question по. 3: French units could not be 
effectively integrated into the NATO command structure 
without direct secure communications circuits. The 
essential direct circuits must be equipped with NATO 
TROL equipment in peacetime. Time would not permit 
the despatch of communications operating detachments or 
cryptographic equipments from either the NATO or 
national headquarters in an emergency. 

2. To summarise, it is SHAPE's view that the circuits which 
would be required in an emergency must be established, equipped with 
NATO TROL equipment, and tested in peacetime; otherwise, they will 
not be available in an emergency. In the absence of the necessary 
secure circuits, it would be imposgible to establish effective 
co-ordination, liaison or command and control arrangements betwcen 
NATO headquarters and French national headquarters, agencies or 
units. Furthermore, as long as France remains a member of NATO, it 
will be to her advantage to support SHAPE's plans for the full 
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NATO SECRET 6- 
ANNEX À = 

implementation of the TROL programme, as this will increase the value and timeliness of operational and intelligence information from the ACE reporting system which would be passed to France — + 

FOR THE SUPREME ALLIED COMMANDER JUROPE: 

(Signed) Е. HENRICI 
Ma jor General, Ge A 

Assistant Chief of Staff 
Communications and Electronics 

NATO SECRET -6- 
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7. NATO SECRET 
AMET Lo 

DRAFT REPORT ВУ THE DEFENCE PLANNING COMMITTEE TO THE COUNCIL 

l. In the course of its discussions on the question of the 
selection of tepeless rotorless on-line (TROL) cryptographic 
equipment, the Defence Planning Committee has recosnised that 
certain aspects of the question required reference to the Council 
for clarification. 

2. NATO military policy (as contained in SGM-453-61 and other 
documents) calls for the total encryption of all communications 
(telegraph, voice, data, facsimile and television). However, at 
the meeting of the Council on Wednesday, 23rd November, France 
indicated that as & logical consequence of its position regarding 
military headquarters und inirastructure, it would not take part 
in the discussion on the selcction of TROL equipment. On the other 
hand, the Council will recall thet at its meetings on 7th September 
and 10th November, France expressed an interest in financial 
participation in the cost of reuting military circuits used for 
liaison with French forces, early warning and air defence 
information. 

3e since the HATO military telegraph networl: will be completely 
fitted with TROL equipment, the Defence Planning Committee suggests 
that the Council may wish to seek clarification of how France 
envisages obtaining the information in which it is interested if the 
French terminals are not to be litted with the ccuipmcnt which will 
be selected for NATO use, as part of the TROL cryptographic 
procurement programme included in Infrastructure Slices XIII, XVI 
and XVII with the final increment being proposed for inclusion in 
Slice XVIII. 
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