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FRENCH D/RTICID.LATION IN PROL CRYCTOGRADPHIC VROCURPMEIT

Report by the Infrastructure Committoc fdepresentativey
ol _tnc Pourteen Notlong

The Infrastructure Cormittee Roprescntotives of the
Fourtocn Netions consider thot the question of TFrench partieipation
in the TROL crystographic procurcment programae requires thorough
discussion by the Fourtecn Neotions in the Defence Plonning Committce.

2. NiTO military policy (as contained in SGM-458-61 and other
documents) cclls for the total encryption of all commnications,
(tolegraph, voice, datn, foesimile and television), nnd o new mnjor
gtop to nchieve this will be the provision of modern tapeless,
rotorless, on~line {TROL) cryptogrephic cquipment for all NATO
telegraph circuits. However it will be recclled thot, at the
meoting of tho Council on Wednesdoy, 23rd November, France indicntod
that c8 o logiecal consequence of the French pesition regording
military headquerters and infrestructurc, it would ncet toke part in
the discussion on the scliection of TROL equipment. Purthermore,
the French Dclegotion indicsted informally that Fronce would not
contribute to tho cost of procuring TROL equipment for NATO.

3. It will 2lso be recalled thot at the speeinl mecting of the
Council on 7th September(l), France stoted:

vPaldcommunications

() Télécommunications des guarticrs géudorux

Peur des reisons analogues, la Fronce cessern dc
participer nux dépunees d'investisscment (achnt de
natéricl). En revanche, noug pourrons continucr A
porticiper aux frnis de location de ecircults
iilitaires (permmnents ou rlfservés Jes réscoux

P. & T.) utilisés pour la détcetion lointoine, 1o
défense aédricnne ¢t les nouvelles licisons * {trblir
entre le Commancement frangais et les Commendements
nllids.® - : : -
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4. Lt the specinl mecting of the Council on 10th Nuvember(l),
the French Doputy lermancnt Representotive stoted thot:

"e¢ dernier probldme (NADGE) revet cUjourdthui un
certnin cnrectdre d'urgence puisque les controts
doivent Ctre signds le mois prochoin,  Ie
Délégation franiaiSu comprend que puisque 1t Fronce
pourouit an prriicipation nu progromme NADGE, c¢lle
continucrn mussi % demeurcr dens les réscaux de
recueil ct de tronsmissions des inforactions do
défense ndricnne (LCE HIGH, oorly worning ¢t ¢ 'unc
fgeon géadrole les systémes de communicntions qui
8'y ropportent). &tnnt aentendu cu'clle continuerc
A csoumcr oo perticipotion finnneilr..®

5. The Internotional Staff considered thot non-prriicinrtion
by Francc in the TROL progromme roiscd amongot cthers, importont

operitions questions, and eubmittud tho following gquestions to
SACEUR: : :

(1) whnt is the pooition of the NATO Military Authoritics
on the operationnl reperciiesisis of net fitting
circuits terminnting st Trunch MOD, French NALGA,

MET centres ond Freneh milit.ry uarts prueviously
integrated in the fllied ¢omiond Burepe with the
strndord NATO TROL cquipment?

(2)  would it be operntionnlly aceeptoble to communicate
2ir defence informntion obtained virs the NATO ~lorm
and nlert system to Froneh MOD, cither in clear (if
Prence will not cquip their licison cireuits), or
through a eryptographic chein on which NATO hos no
control (this implics cquipment ~s well as operating
proccdures)?

(3)  how cculd French umits be intugrated into n NATU
operntionnl plen (in ease of cmergency or war which
would be recoymised by France) if thuse units hove no
Qirect circuits with the N.TO commends or these
circuits arc not cquipped with NATO standnrd
cryptographic equipment?

6. SHAPE's reply, contnincd in the letter ot dnnex 4 herote,
shows thot non-partieipation would in fact involve unrcceptnble
limitntions on lizison with Frunch forces, nnd on the nir defenecc
tnd carly warning information prsscd te Prance.  SHAPE it of tho
opinion that to nchieve ~ny effeetive militory co-operntion in cn
emergency, the number of circuits required in the Commes! and
llglgon ond other cntegorics will remain a proximotely ns
originclly forescen (sce poragraph 7 below), The csscentiol
difference will be thot - lorger proportion of these circuite will
be reserved circuits, which must neverthcless be tully equipped in
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£2,170,600.

achicved by
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peccetime, rosularly tegted and with personnel troincd an
meinten~nce.  SHAOE has howoever L1¢J atreted thnt
Freneh prrticipation in NZDCE Cees not of itcel!l roouire Fronch
pnrticiy*tlﬁn in the TRCL cr"‘t'"r'pnlc t,J.r'ocx.u"nn,m: UL ETANG
since seporote o

onernrtion ond

T The toicl cost of the »rogramme hes been ¢nleouloted ot
fer whieh the Pronch contribution weuld boe roughly

The umber of cguiprents origin-~ily rercseen for
equitying comaunientiong betweon NATO «nd Fronceh f:irces hea boen
catimrted nt 59 Aupnlex ond 72 sinplex terminsl couvipmenta (9% ool
6.54 respectively of the tot-l oragrurme ). The esotb of caulpping
these circusts
the cust oi the progrumme is £35%0,000.

£16.5 rillinn

a, From the abeve, it is evident thet, e opermtiomnd
rce.sons, it is cescentinl for Pronch circuite 10 be fibted with TROL
couipment. Tac finoneing of this militory co-o2porntisn could:l be
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crrangements cre being mnde in the cone o NLDGE,

o the bmsie of the estimntes uced 1u custobilshing

the normcl ¢gontribvution which Freonee weuld hove mode
to the cost of this procurcment hod they continued in
the H.LTO Infrastructurce programme (provision hns

been mede in Slices XTIT, XVI mnd XVII, with ~ finnl
increment to be propusced for Slice XVIIT) or

ne French contribution to the copitel cost of
vroviding cquinment; but in liew thercol -~n o2litionad
ch~rge tn be poid by Prance over ond cbove the norond
Frenceh ecantribution to the oot of renting circurts
(or to the cost of operating the NATO military
eompunicntions systen /ICE HIGHZ o the cnse mey be),
g that the contribution to the enpitel cost
consideres o Yo caulteble by the Fouricen be
reimburscd over a number of yoears through the NATO
Militory Budgoet, or

Freneh notiosnnl orocurviient - the courpment t) b
f1tted to circuits of dircet intoerest to Fronoce. This
would involve oominor sum (sce corcgroph 1) oned

would bo ogroccly ineouitable to the obhoer nobione
since Fronce would enjoy the benelite of oocurc
comnunications throughout the Lilionce while coorang
pnyuent, of n finvﬂcxﬂl contributicn to the wxtoensive
agyatem cutside Froneo
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9. It is suggcested thot the Defonce Dlenning Committec may,
in the light of the nbove, wish t» obtain clarificntion in the
Council 22 to Fronce's intenticns in this respects fnnex B hercto
contning n suggested form of report for this purpose,

(Signed) M. CH.S%
Choirmon
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SHAPE 6110/23-30 22nd November, 1966

TROL equipment for PFrench circuits

1. Following are SHAPE commenis to specific questions raised
by a memorandum trom the Internationnl Staff:

(a) reference question no, 1: in an emergency, SHAPE coul.
not exercise eiffective limison or co-ordination with
MOD France and the French agencies listed, nor exercise
command of or co-ordination with French units unless the
required telegraph circuits are established and tested
in peacetime and equipped with NATO TROL equipment on
which personnel are trained in operation and
maintenance, The delays involved in using off~line
encryption on NATO circuits or in passing traffic from
NATO headquarters communications centrees to national
liaison detachments for onward transmission would be
totally unncceptable;

(b) reference question no., 2: the only early warning
information which could be passed in the clear would be
the initial reports. Amplifying reports would have to
be classified. The use of national classified circuits
would be accepteble from a security point of view, but
the delay in transmission via a national liaison
detachment would be unacceptable. Furthermore, there
ias a requirement for passing classified telegraph
traffic from SOCs to the ADOCs at ATAF level and to
the national asir defence centre at Taverny;

(¢} reference question no, 3: French units could not be
effectively integrated into the NATO command structure
without direct secure communications circuits. The
essential direct circuits must be equipped with NATO
TROL equipment in peacetime. Time would not permit
the dospatch of communicaetions operating detachments or
cryptographic equipments from either the NATO or
national headquarters in an emergency.

2. To summarise, it is SHAPE's view thet the circuits which
would be required in an emergency must be established, equipped with
NATO TROL equipment, and tested in peacetime; otherwise, they will
not be available in an emergency. In the absence of the necessary
secure circuits, it would be imposgible to establish effective
co~ordination, liaison or command and control arrangements betwcen
NATO headquarters and French national headquarters, agencies or
units. TFurthermore, as long as France remains a member of NATO, it
will be to her advantage to support SHAPE's plans for the full
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implementation of the TROL brogramme, as this will increase the
value and timeliness of operational and intelligence information
from the ACE reporting system which would be passed to France.

FOKR THE SUPREWE ALLIED COMMANDER FUROPE:

(Signed) E. HENRICI
Ma jor General, Ge A
Assistant Chief of Stafr
Communications and Elcctronics
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DRAFT REPORT DY THE DEFENCE PLANNING COMMITTEE TO THE COUNCILL

1. In the course of its discussions on the question of the
selection of topeless rotorless on-~tine (TROL) cryptograghic
equipment, the Defence Planning Committee has recosnised that
certain aspects of the guestion required relerence to the Council
for clarification.

2. NATO military policy (as containcd in SGM-453-61 and other
documents) calls for the total cnceryption of all communications
(telegraph, voiee, data, facsimile and television}., However, at
the mecting of the Council on Vednesday, 23rd Novemher, France
indicated that as & logical conscguence of its position regarding
military headguarters und inirastructure, it would not take part
in the discussion on the gelection of TROL equipment, On the other
hand, the Council will recsll that at its mucetings on Tth SGeptember
and 10th Rovember, France expressed an interest in Cinancial
participation in the cost of reuting military circuits uscd for
liaison with French forces, early warning and air defcnce
information.

3. Since the NATO military telegraph networl: will be completely
fitted with TROL equipment, the Defence Plunning Committee sugaents
that the Council may wish to seek clarification of how Frunce
envisages obtaining the information in which it is interosted if the
French terminals arc not to be [{itted with the equipment which will
be selected for HATO use, as part of the TROL cryptographic
procurement programme included in Infrastructure Slices XI1I, XVI
and XVI1 with the finel increment being propoged for inclucion in
Slice ¥VIII.
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