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54). PRIVACY COMMUNICATIONSYSTEM 
3 Claims, 4 Drawing Figs. ABSTRACT: A privacy arrangement for a communication 

system scrambles the analog (audio) input signals prior to 
52 U.S.C........................................................ 17911.5S, transmission by modifying successive fragments thereof inac 

325/32 cordance with a complex code word. At the receiving end the 
(51) Int. Cl......................................................... H04m 1/68, signal is reconstituted by once again modifying it, this time in 

H04k 1/02 accordance with a locally generated code word identical with 
(50 Field of Search............................................ 17911.5S the word used at the transmitting end. 
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1. 

PRIVACY COMMUNICATIONSYSTEM 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
Our invention relates to a private communication system. 

More particularly, it relates to an improved privacy device for 
scrambling signals to be transmitted over radio or telephone 
circuits and then unscrambling the signals at the receiving end 
of the communication link. 
A privacy device is particularly useful when it is desirable to 

render unintelligible radio or telephone transmissions that are 
subject to interception by unauthorized parties. Thus, it can 
be used to ensure the privacy of voice transmissions made by 
police, various government agencies or the military. It is 
similarly applicable to private conversations over wireless 
channels, such as those provided in the Citizens' Band or al 
located for telephone company usage. 

2. Prior Art 
Prior privacy devices have usually used one of two basic 

techniques as a means of making transmissions private, i.e. 
unintelligible to others than the intended recipient. The first 
technique involves the translation or shifting of portions of 
signal spectrum in time, frequency, or both. In the receiver 
they are then retranslated back to their correct places to 
reconstitute the original waveform. Systems of this type are 
relatively inexpensive, but they are also characterized by a low 
degree of security. That is, it is relatively easy for an 
unauthorized listener to unscramble the transmitted signal. 
The second prior technique involves the sampling, or "- 

digitizing" of the information-bearing waveform into a succes 
sion of discrete values which can be imposed on the wireless 
or telephone carrier by digital modulation forms. These values 
are represented by a series of binary digits, or "bits', and the 
stream of bits is modulated with a pseudorandom code which 
changes certain of the ones to zeros, and vice versa, according 
to a noiselike pattern which can be reversed at the receiver. 
The receiver must therefore demodulate the incoming signal 
to provide the scrambled coded binary sequence, decode the 
resulting signal in accordance with the noiselike pattern, and 
finally convert the reconstituted digital stream back to an 
analog waveform. This system has the advantage of virtually 
unlimited security by the use of long, complex and changeable 
codes. However, it is relatively complicated and expensive. 
Moreover, it requires considerably more bandwidth than is 
usually available for either radio or telephone transmission. 
The bandwidth can be compressed, but only through the use 
of expensive devices. 

OBJECTS OF THE INVENTION 

A principal object of our invention is to provide a communi 
cation system having a higher degree of privacy than the sim 
ple scrambling arrangements used heretofore and yet costing 
substantially less than the more sophisticated digital arrange 
ments. 
Another object of the invention is to provide a communica 

tion system of the above type which is compatible with preex 
isting telephone and wireless systems and can be implemented 
by modifying equipment already in use without substantially 
altering the operation of such equipment. A more specific ob 
ject is to provide a communication system for the transmission 
of voice signals which can be implemented by modifying only 
the audio sections of existing transmitting and receiving equip 

ent. 
Another object of the invention is to provide a communica 

tion system of the above type in which one can readily vary the 
code according to which information is modified. 
Other objects of the invention will in part be obvious and 

will in part appear hereinafter. 
The invention accordingly comprises the several steps and 

the relation of one or more of each steps with respect to each 
of the others, and the apparatus embodying features of con 
struction, combinations of elements and arrangement of parts 
which are adapted to effect such steps, all as exemplified in 
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2 
the following detailed disclosure, and the scope of the inven 
tion will be indicated in the claims. 

BRIEF DESCRIPTION OF THE INVENTION 

In brief, our invention provides privacy of communication 
by modifying successive fragments of an analog (e.g. voice) 
input signal with successive portions of a complex, preferably 
pseudorandom, code "word'. The resulting signal can be 
transmitted directly by wire or can be used to modulate a 
wired or wireless carrier in accordance with conventional 
techniques. 
At the receiving end the incoming signal is modified in 

reverse fashion by a replica of the code word used at the trans 
mitter. This unscrambles or reconstitutes the signal essentially 
to its original form. If the signal is intercepted in the link 
between the transmitter and the receiver without knowledge 
of the code word, it cannot be reconstituted except with com 
plex equipment, and even then only after a substantial period 
of time. Since the code word can be readily altered at relative 
ly short intervals, interception and reconstitution of the signal 
by unauthorized persons is exceedingly difficult. Yet, as will 
be seen, the system is relatively simple and highly reliable. 

In a typical wireless frequency modulation system, the 
analog signal is preferably modified by multiplying (i.e. modu 
lating) it with the code word. For this purpose a very simple 
form of multiplication is phase modulation. With the code 
word expressed as a series of binary digits or bits, a phase 
modulator responsive to the code word imparts to each frag 
ment of the signal one of two possible phase shifts, depending 
on whether the corresponding bit of the code word is a zero or 
a one. In the preferred circuit arrangement these phase shifts 
are 0'and 180, and thus the phase modulator is simply a 
polarity-reversing switch. 

DESCRIPTION OF THE DRAWINGS 

For a fuller understanding of the nature and objects of the 
invention, reference should be had to the following detailed 
description taken in connection with the accompanying 
drawings, in which: 

FIG. 1 is a schematic diagram of a communication system 
embodying the invention; 

FIG.2 depicts certain waveforms in the system; and 
FIG. 3 is a schematic diagram of a transceiver embodying 

the invention. 
FIG. 1 illustrates a system incorporating the preferred ar 

rangement. A transmitting station 10 includes a signal source 
12 which, in the ordinary case, is a microphone. The output of 
the source 12 is passed through conditioning circuits 14 which 
may amplify it and filter it before passing it on to a polarity 
reversing switch 16 responsive to the output of a code genera 
tor 18, The generator 18 emits a series of binary signals in 
synchronism with the output of a clock 20. 
A modulator 24 modulates the output of the transmitter 22 

with the audio signal scrambled by the switch 16. The output 
of the transmitter also includes synchronizing signals from the 
clock 20. 
At the receiving station 26 the incoming wireless signal is 

passed through signal conditioning circuits 28 that amplify 
and filter it. It is then fed to a demodulator 30 whose output is 
the same as the scrambled output of the polarity reversing 
switch 16 at the transmitting station 10. This signal is passed 
through a polarity-reversing switch 32 controlled by a code 
generator 34 that generates the same code word as the genera 
tor 18. The generator 34 operates in accordance with the out 
put of a clock 36 that is synchronized by the demodulated 
synchronizing signals from the demodulator 30. The code 
generator 34 therefore operates in step with the generator 18. 

Accordingly, the generator 34 causes the polarity-reversing 
switch 32 to reverse the phase of fragments of the incoming 
scrambled signals in the same order as the phase reversals in 
the switch 16. Consequently, all of the successive fragments in 
the output of the switch 32 are in phase and the switch output 
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is therefore the unscrambled or reconstituted signal generated 
by the signal source 12. This signal is passed through further 
conditioning circuits 38 and on to a utilization device 40 
which, in the case of a voice communication system, may be 
simply a loudspeaker. 

FIG. 2 illustrates graphically the manner in which signals 
are scrambled and unscrambled by the system of FIG. 1. For 
convenience we have illustrated operation on a monotone 
signal; ordinarily, the signal will have a large number of 
frequency components. The waveform of the signal from the 
source 12 is illustrated at 42. The output of the code generator 
18 is shown at 44. Whenever the digital output of the genera 
tor 18 is a zero, the polarity-reversing switch 16 reverses the 
polarity of the input signal, and whenever the generator out 
put is a one, the switch 16 leaves the polarity unchanged. The 
result is the scrambled waveform 46 which, when received 
without unscrambling, is completely unintelligible. That is, the 
monotone represented by the waveform 42 is unrecognizable 
as such. 
At the receiving station 26 the code generator 34, which is 

synchronized to the transmitting station generator 18, also has 
the wave form 44. The polarity-reversing switch 32 is arranged 
to reverse the polarity of the incoming waveform 46 whenever 
the output of the generator 34 is a zero (or a one) and leave 
the polarity unchanged when the generator output is a one (or 
a zero). This unscrambles the signal, i.e. reconstitutes it as the 
waveform 42. 
Our invention is most efficiently instrumented by sharing 

certain functions common to both the transmit (code) and 
receive (decode) modes. This will be effective in most appli 
cations because voice systems are usually "half-duplex', em 
ploying transceivers controlled by push-to-talk buttons which 
govern whether the entire unit will be transmitting or receiv 
ing. Such a configuration is illustrated in FIG. 3. It is entirely 
feasible, however, to separate the coder and decoder and to 
use them simultaneously if the communication channel and 
users will accommodate such a full-duplex arrangement. 
The transceiver about to be described in detail accom 

modates an audio band ranging up to 3000 Hz. Coding and 
decoding take place at a rate of 2150 bits per second. The 
code word is 32 bits long and thus is repeated at a rate of 67 
Hz. 
As shown in Fig. 3, the transceiver includes an encoder 48 

receiving its audio input from either a microphone 50 or an 
RF amplifier-demodulator 52 by way of a contact set 54a on a 
transmit-receive relay 54. The relay 54 is activated by a push 
to-talk switch on the microphone 50. The unprocessed audio 
signal from the relay 54 is multiplied by the code in a balanced 
modulator 56 which is driven by the output of a code genera 
tor 58 through a driver 60. 

In its preferred form the code generator 58 is a shift register 
in which the content of the last stage controls the balanced 
modulator 56. The shift register is provided with internal feed 
back connections in accordance with conventional techniques 
to provide a series of pseudorandomly arranged output bits in 
response to periodic clock pulses. When the relay 54 is in the 
transmit position, the clock pulses are provided by an oscilla 
tor 64. The output of the oscillator is passed through a relay 
contact set 54c to a squaring circuit 66 that transforms the in 
coming sinusoidal wave to a square wave. This is conveniently 
accomplished by means of high-gain, transistor differential 
amplifiers, which saturate and cut off to provide the flat tops 
of the desired waveform. The output of the squaring circuit is 
passed through a normally-enabled gate 70 to provide the 
clock pulses for the generator 58. 
The transceiver also includes a code selector 72, which will 

now be described in detail. The clock pulses from the squaring 
circuit 66 are counted by a counter 74, which has a capacity 
equal to the number of bits in the code word used in encoding 
the audio signal, i.e. 32 bits in the example described herein. 
The content of the counter is applied to a count selector 76 
and the output of the count selector 76 is used to inhibit the 
gate 70. 
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4. 
More specifically, the count selector is a coincidence circuit 

which provides an inhibiting input for the gate 70 each time 
the counter 74 reaches a particular clock pulse count. The 
selector contains a suitable switching arrangement so that it 
emits its output signal for any selected one of the 32 counts of 
the counter 74. Thus, whenever the counter 74 reaches the 
selected count, the next clock pulse applied to the gate 70 is 
prevented by the gate from reaching the code generator 58. 
Accordingly, the output of the generator immediately prior to 
that clock pulse persists for one additional clock pulse period. 
This has the effect of inserting an additional bit into the 

code word and the position in the word at which the bit is in 
serted is selectable by means of the count selector 76. The 
code generator 58 in the present example is a 31-bit genera 
tor. That is, its output is repeated after every 31 clock pulses 
from the gate 70. The additional bit inserted by inhibiting the 
gate thus results in a total code word length of 32 bits, i.e. the 
code generator output is repeated every 32 clock pulses. 
The square clock pulse wave form is shown at 77 in FIG. 2. 

As indicated, the code generator shifts in response to the lead 
ing or positive-going edges of the clock pulses. Preferably, the 
counter 74 then responds to the negative-going portions of the 
pulses to prevent "contact race' or "slicing' problems. With 
this arrangement the outputs of the count selector 76 and gate 
70 have the forms shown at 79 and 81, respectively, in FIG.2. 
Another mode of code variation results from a further func 

tion of the counter 74. It provides a synchronizing signal that 
is transmitted to the receiving station so that the code words 
generated at the latter station will be in step with the code 
words generated by the generator 58. That is, in order to un 
scramble the coded signal at the receiver, each bit of the code 
word must be applied to the same portion of the incoming 
signal as the corresponding bit in the code word that was used 
to scramble the signal at the transmitting end. Thus, by chang 
ing the timing of the code word with respect to the synchroniz 
ing signal one can, in effect, change the code word itself since 
the receiving station must use the same time relationship in 
order to unscramble the incoming signal. 

Accordingly, the output of the last stage of the counter 74, 
whose condition cyclically changes at the code word rate, is 
passed through a low pass filter 78 to provide the word 
synchronizing signal. Additionally, the counter 74 is con 
nected to a coincidence circuit 80 that is conditioned by the 
cleared state of the counter to pass a clock pulse from the 
squaring circuit 66 for the purpose of resetting the code 
generator 58. This pulse is applied to various stages of the 
code generator 58 according to the position of a timing selec 
tor switch 82, thereby setting into the generator one of the 31 
numbers through which the generator cycles during the 
generation of each code word. Since the number in the code 
generator 58 at the time the counter 74 is cleared is thus 
varied by means of the switch 82, the timing of the code word 
with respect to clearing of the counter is therefore also varied 
in this manner. 

It will be noted that each reset pulse from the coincidence 
circuit 80 coincides with a clock pulse passed by the gate 70 to 
shift the shift register incorporated in the code generator 58. 
The reset pulse, however, has an overriding effect. In the first 
place, the effect of the shift pulses is delayed somewhat, i.e. 
the generator 58 does not immediately shift in response to a 
positive-going edge of a clock pulse. The reset pulses, on the 
other hand, are applied to the generator in such fashion that 
their effect is immediate, and, furthermore, they are applied 
through DC connections so as to maintain the desired state of 
the generator for a period of time substantially in excess of the 
time during which a shift pulse can have an effect on the 
generator. 

In any case, each reset pulse ordinarily imposes on the code 
generator 58 the same state that it would acquire as a result of 
receipt of the shift pulse that is overridden by the reset pulse. 
This follows from the fact that the length of each code word 
equals the capacity of the counter 74, so that each time the 
counter recycles to its cleared condition, the code generator 
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recycles to the very same condition imposed on it by means of 
the reset pulse and the selector switch 82. 

In the illustrated system, therefore, with the code selector 
72 capable of 32 positions, corresponding to 16 code changes, 
and the selector switch 82 providing 31 changes, these 
switches together provide almost 500 different codes for 
scrambling the outgoing voice signal. With the preferred pseu 
dorandom nature of the code word, all of these variations have 
an essentially orthogonal relationship and, therefore, even if 
the receiver has a code generator identical with the generator 
58, it will be unable to unscramble the incoming signal unless 
it provides exactly the same relationships as are provided by 
the settings of the code selector 72 and selector switch 82. 
More specifically, even if someone obtains unauthorized ac 
cess to a receiver used in the system, he will be unable to inter 
cept messages without first cycling the various switches 
through a number of code variations until he hits the right 
combination of switch positions. This will ordinarily take a 
considerable length of time, and by prearrangement, these 
switches can be shifted periodically among a succession of 
predetermined settings so as to make it highly impractical for 
the potential unauthorized listener to gain access to communi 
cations. 

Additional code variation may be obtained by changing the 
feedback connections in the shift register employed as the 
code generator 58. This changes the order in which the vari 
ous states of the generator occur and accordingly alters the 
code word by changing the order of the various zeros and ones 
applied to the balanced modulator 56. Four word variations 
can be obtained in this manner if one restricts the system to 
pseudorandom code words. Accordingly, with the addition of 
a switch suitably connected into the feedback network in the 
code generator, one can increase to 2000 the total number of 
codes available by means of a simple switching arrangement. 
With the preferred, shift register type of code generator, the 

number set into the generator by means of the switch 82 must 
be other than zero in order to generate the code word. If a 
zero is set into each stage of the generator, the output of the 
last stage will never change state in response to the shift pulses 
from the gate 70. Thus, by providing a corresponding position 
on the selector switch 82, one may prevent the scrambling of 
the voice signals in the balanced modulator 56 and thereby 
communicate with stations that are not adapted to encode and 
decode in correspondence with the encoder 48. 
The output of the encoder 48 is passed through a relay con 

tact set 54b to a summing amplifier84 and on to a modulator 
86 that modulates a transmitter 88. Other inputs to the 
summing amplifier84 are the word synchronizing signal from 
the filter 78 and the output of the oscillator 64, which serves 
as a bit synchronizing signal. It should be noted that while the 
synchronizing signals both fall within the pass band of the 
system, their amplitude is much greater than any audio com 
ponents at the same frequencies, and therefore the phases at 
these frequencies are essentially determined by the phases of 
the outputs of the filter 78 and oscillator 64. 
When the push-to-talk button on the microphone 50 is 

released to provide for reception of incoming signals, the relay 
54 is thereby deenergized. Accordingly, the contact set 54a 
connects the encoder 48 to receive its signal input from the 
RF amplifier-demodulator 52 by way of a notch filter 90. This 
filter rejects the bit and code word synchronizing signals in 
serted at the transmitting station. The input to the squaring 
circuit 66 is now derived from the RF input signal by way of a 
filter 92, a phase shifter 94 and the relay contact set 54c. The 
phase shifter 94 is adjusted to provide the same phase relation 
ship between the output of the squaring circuit 66 and the 
signal input to the encoder 48 as provided by the correspond 
ing elements at the transmitting station. The shifting of the 
code generator 58 thus has the same time relationship to the 
signal as the shifting of the corresponding code generator used 
in encoding the signal. 

All that remains is the proper timing of the code word with 
respect to the signal. This is provided by a squaring circuit 96 
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6 
whose input is derived from the RF input signal by means of a 
filter 98 tuned to the code word rate, a phase shifter 100 and a 
relay contact set 54d. The phase shifter 100 is adjusted so that 
the output of the squaring circuit 96 has the same relative tim 
ing as the output of the last stage of the counter 74 at the 
transmitting station. Thus, using the audio signal as a time 
reference, at the same time the counter at the transmitter 
shifts to its cleared state, the output of the squaring circuit 96 
at the receiving end sets a flip-flop 102 whole output im 
mediately clears the counter 74, i.e. imposes the zero condi 
tion on the latter. 
The coincidence circuit 80 is thereby conditioned to pass 

the next clock pulse to reset the generator 58 and thus cause 
the code word at the receiving end of the communication link 
to recycle at exactly the same time in relation to the audio 
signal as the code generator at the transmitting end. Thus, as 
suming that the count selector 76 and selector switch 82 are 
set to the same positions as the corresponding elements at the 
transmitting station, the encoder 48 will decode the incoming 
signal in the balanced modulator 56 in the manner described 
above. The unscrambled output of the encoder 48 is passed 
through the contact set 54b to an audio amplifier 104 and 
loudspeaker 106. 
The reset pulse from the coincidence circuit 80 resets the 

flip-flop 102, thereby permitting the counter 74 to count in 
normal fashion after it has been reset. 
The system may also be provided with a circuit for auto 

matically disabling the encoder 48 when an unscrambled 
signal is received. Without performing any adjustments the 
operator will then receive an intelligible output from the loud 
speaker 106, whether the signal has been scrambled at a com 
patible transmitting station or has not been scrambled at all. 
This is accomplished by preventing the modulator 56 from 
operating on the incoming signal when one or both of the 
synchronizing signals is absent. Generally, the presence or 
absence of the word synchronizing signal, which is outside the 
range of voice frequencies, can be used alone as indication of 
whether or not the incoming signal should be decoded by the 
encoder 48. 

Accordingly, the transceiver of FIG. 3 includes an amplifier 
108 connected to receive the signal from the phase shifter 
100. The output of the amplifier 108 is applied to a rectifier 
filter 110 whose output is a direct voltage representing the 
average amplitude of the input to the amplifier. A threshold 
circuit 112 provides an output that disables the gate 70 when 
ever the signal from the rectifier 110 is below a level cor 
responding to the receipt of a synchronizing signal from the 
phase shifter 100. 

This prevents the application of clock pulses to the code 
generator 58. Accordingly, the balanced modulator 56 is no 
longer activated and the incoming signal passes through the 
modulator without being subjected to changes in polarity. 
Thus the decoder 48 is effectively inhibited. The inhibiting 
signal from the threshold circuit can be used in other ways to 
accomplish the same function. For example, it might be ap 
plied to the selector switch 82 to impose a constant condition 
on the code generator 58. Or it might actuate a relay causing 
the incoming signal to bypass the modulator 56 altogether. 
A contact set 54e on the transmit-receive relay permits the 

decoder inhibiting circuit to operate only when the transceiver 
is in the receive mode of operation. 

Ordinarily, the bit rate of the code word will be of the same 
order of magnitude as the upper frequency limit of the infor 
mation pass band. Thus, in the example given herein, where 
the system is to pass audio signals in the 200 Hz. to 3000 Hz. 
range a bit rate of 2150 Hz. was found suitable. Multiplying of 
the signal by the code word results in frequency components 
at the sum of the signal and bit frequencies, and most of these 
components should be passed by the system. Therefore, it is 
desirable to keep the bit rate as low as practicable. On the 
other hand, there are two lower limits on the bit rate. In the 
first place, if it is too low, the received signal will be intelligible 
even without unscrambling. 
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Moreover, as the bit rate is decreased, the word rate goes 
down correspondingly, and the frequency of the word 
synchronizing signal may be below the pass band of the 
system. This latter problem can be avoided by decreasing the 
word length, but then again, the masking of the signal by 
scrambling is correspondingly lessened. We have found that 
the foregoing parameter values provide effective scrambling 
of the signals in preexisting equipment modified to operate in 
accordance with the invention. At the same time, the quality 
of reproduction of the signals is not unduly lessened. 

It should be noted that in a full-duplex system, where trans 
missions can be carried out in both directions at the same 
time, the synchronizing circuits can be simplified by providing 
for generation of all synchronizing signals at one end of the 
communication link. Thus, at that end of the link, the output 
of the oscillator 64 and counter 74 would time the simultane 
ous operation of an encoder 43 and a similar decoder. At the 
other end of the communication link, synchronizing signals for 
both the coder and decoder would then be derived from a sin 
gle set of circuit elements similar to those used in the receiving 
mode of the circuit of FIG. 3. 

Additionally, if central station operation is contemplated, 
with a number of outlying stations communicating with each 
other through the central station, the central station can serve 
as a common source for the synchronizing signals. 
While the code word used in scrambling the signal 

preferably has a pseudorandom, i.e. noiselike, characteristic, 
this is not indispensable for a reasonable degree of privacy. 
Ordinarily, one can operate satisfactorily with a sufficiently 
complex code, even though it does not meet the mathematical 
definition of pseudorandom. The main criterion is that the 
code have a low degree of regularity. As noted above, the 
length of the code word is also involved. If the word is shor 
tened, it must have a greater degree of randomness to provide 
the same degree of difficulty of unauthorized decoding. 
The preferred arrangement of the system, which makes use 

of a fairly short, continuously repeated, binary code word, 
coupled with 180° phase modulation, is characterized by fairly 
simple circuitry and relatively low cost. However, the inven 
tion also includes more complex arrangements. For example, 
one might use a long code "word' lasting several hours and 
recorded on magnetic tape. This would substantially increase 
the degree of privacy, although it would also increase the com 
plexity and cost of the system, particularly with regard to 
synchronization of code word generation at the transmitting 
and receiving stations. Moreover, the code word may be in 
analog or higher-order-digital form, although the binary ar 
rangement is preferred because of the advantages of 180 
phase modulation. Multiplication may be accomplished by 
other forms of modulation, though again phase modulation is 
ordinarily greatly preferable. 

Furthermore, multiplication is not the only form of signal 
modification within the purview of the invention. For exam 
ple, one can use an addition process, with the encoder ar 
ranged to add a voltage to the analog signal according to the 
output of the code generator 58. Thus, +1 volt might be added 
to the signal voltage when the code generator output is a one, 
and -1 volt might be added when the generator output is zero. 
Decoding is then accomplished by reverse addition. 
However, multiplication is generally the preferable mode of 

signal modification. When addition is used, the transmitted 
power is the sum of the power in the information-bearing 
signal and the power contained in the noiselike portion added 
thcreto. The latter is a fairly substantial portion of the total 
power and therefore, assuming a constraint on total trans 
mitted power (or voltage in a wire system), the power carrying 
the information may be materially decreased, with a cor 
responding decrease in the overall signal-to-noise ratio of the 
system, Multiplication, on the other hand, is a signal-translat 
ing function and therefore does not ordinarily result in a 
material reduction of signal-to-noise ratio. Also, it is more dif 
ficult for an outsider to determine the code when multiplica 
tion rather than addition is used. 

8 
It will be apparent that numerous other modifications of the 

basic system described above may be made without departing 
from the scope of the invention. These include processing of 
the analog signal before or after encoding or decoding. For ex 

5 ample, as shown in FIG. 1A, such processing may take the 
form of modulation of a subcarrier 24a with the encoded 
signal from switch 18 prior to transmission and after addition 
of the synchronizing signals in summer 24b. The receiving sta 
tion will then incorporate corresponding demodulation from 
the subcarrier prior to decoding. Indeed, this arrangement 
may be preferred in cases where the usable audio frequency 
band of the system does not extend down to the word 
synchronizing frequency. The subcarrier may be just above 
the audio frequency band, e.g., 3000 Hz. in telephone circuits. 
The upper sideband is filtered out in filter 24c leaving a lower 
sideband in the audio band of the system, but with the 
frequencies inverted. The word synchronizing signal is thus 
translated to a frequency near the upper end of the band and is 
therefore readily passed through the system. 

This frequency translating-inverting arrangement is useful 
both in wireless systems where the allowable bandwidth of 
audio frequency sections poses the above problem, and in 
wired systems where the bandwidth limitation is imposed by 
the transmission medium. In the latter case the "subcarrier' 
may actually be a carrier. In either case, the inputs and out 
puts of the encoder and decoder are analog signals, as op 
posed to prior systems incorporating digitizing techniques. 
From the foregoing, it will be understood that "transmis 

sion' and "transmitting' as used herein refer to the propaga 
tion of the signal from the sender's end of the communication 
link, whether this be by a wireless or wire mode of propaga 
tion, and whether or not carriers within or above the audio 
frequency range are used. 

Thus, we have described a communication system charac 
terized by the direct encoding of analog signals and thereby 
providing a high degree of privacy against unwanted intercep 
tion of signals. This feature is obtained at relatively low cost, 
i.e. without the employment of unduly complex circuitry. 
Moreover, preexisting equipment is readily modified to 
operate in accordance with the invention, essentially by insert 
ing at one end of the audio section of the equipment a module 
containing the encoder-decoder and synchronizing elements 
described above. A further feature of the invention is the ease 
with which one may obtain a large number of variations of the 
code word used in scrambling and unscrambling the signal. 

It will thus be seen that the objects set forth above, among 
those made apparent from the preceding description, are effi 
ciently attained and, since certain changes may be made in 
carrying out the above method and in the constructions set 
forth without departing from the scope of the invention, it is 
intended that all matter contained in the above description or 
shown in the accompanying drawings shall be interpreted as il 
lustrative and not in a limiting sense. 
We claim: 
1. Communications apparatus comprising 
A. a code generator generating a continuously repeated 

cyclic code word comprising a complex series of digital 
signals, 

B. a clock providing timing pulses, said code generator 
providing a digit signal in response to each clock pulse, 

C. a counter arranged to count said clock pulses and 
prevent the transmission of a clock pulse to said genera 
tor whenever said counter contains a first predetermined 
count, 

D. means for setting said code generator to a predetermined 
point in said code word in response to a second predeter 
mined count in said counter, 

E. an analog signal source, 
F. a phase modulator connected to phase modulate the 
analog signal from said source in response to the output 
of said code generator. 

2. The combination defined in claim 1 including means for 
changing said first determined count and said predetermined 

75 point in said code word. 
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3. The combination defined in claim 1 including 
A. an oscillator providing a signal at the frequency of said 

clock pulses, 
B. means for receiving from a remote source a first 

synchronizing signal having the frequency of said clock 
pulses, 

C. means responsive to the content of said counter for 
resetting said counter to a first predetermined count in 
response to a second predetermined count therein, 

D. means for receiving a second synchronizing signal at the 
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10 
frequency of generation of said words by said code 
generator, 

E. switching means alternatively providing for 
1. generation of said clock pulses in response to the signal 
from said oscillator and resetting of said counter in 
response to said predetermined count, or 

2. generation of said clock pulses in response to said first 
synchronizing signal and resetting of said counter in 
response to said second synchronizing signal. 


