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1. USE
Picoflex, an acronym of "PICO" = small, "OFL" = Off-line and "EX" =equipment,

is a miniaturized, portable and stand-alone equipment for Off-line encyphering

and decyphering. It easily fits into a briefcase and it is equipped with a high-grade
key generator. The cryptograms, produced by PICOFLEX, take the form of
5-letter groups in the English alphabet (26 -mode), which implies that the encyphered
text can be transmitted verbally, by morse, in written form or over telephone/
radio channels when modems are used.

PICOFLEX has no influence on the type of transmission system.

PICOFLEX consists of a miniaturized typewriter keyboard with separate keys for
characters and figures, a strip-printer, electronics of the C-MOS type (key gene-
rator, memory and micro processor) and a power supply consisting of
rechargeable nickel-cadmium batteries or dry cells. The encyphering/decyphering
is always done in 2 phases: in the first phase the text to be processed is typed in by
means of the keyboard with simultaneous print-out by the strip-printer and, after
crypto processing, is stored in the memory. After the text has been put in, the
result of the crypto process is printed on the same strip-printer in a second phase.

This implies that the incorporated memory only contains crypto text.

Normally, Off-line equipment does not take the transmission media into account,

but PICOFLEX has been designed to be connected to various types of modems for the
on-line transmission and reception of cryptograms over normal telephone lines,

FM radios or SSB radios. Enciphering and decyphering always take place in the Off-
line mode. Adapting equipment for the processing of large quantities of PICOFLEX

traffic in headquarters is also available.

PICOFLEX can, amongst others, be used for the following purposes :

- Successor of MERSEX for Merchant Shipping Communication System.
- Artillery observers and general battlefield communications

- Equipment for burst transmissions for long-range patrols

-  Police headquarters and mobile command posts, civil defence

-  Travelling officials and executives

-  Special government networks (foreign affairs etc)
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2. KEY SETTING

The classification of PICOFLEX without key setting will be '"Restricted" only.

It will contain no special hardware key setting materials.

The protection of the messages depends exclusively on the key setting. The crypto-
graphic strength of PICOFLEX is sufficient for the encyphering of messages of all

classifications.

HKEYH
Keyboard —O0—t—+{ Key setting memory

Y

Key generator

Automatic control group

1 Printer

The key setting consists of 24 characters which can be taken from a prepared key
list or derived from a mnemonic code-word or code-sentence. The "KEY" button
is actuated and the key setting is typed in. It is not printed on the strip printer in
order to avoid the copying of the classified keying information. As soon as the
24th character of the key setting has been typed in, PICOFLEX automatically
generates and prints a control group of 4 characters so that a clear and quick check
is provided on both the correct key setting and the correct operation of the equip-
ment itself. During the preparation of the keying lists, the control groups can be

calculated in advance.

In those cases where PICOFLEX is not in constant use and where the risk of
physical compromise is slight, it would be troublesome if the key setting would have
to be inserted every time after the equipment had been switched off; for this
purpose a special '"STAND BY/FULL OPERATION" switch is incorporated which
takes care that PICOFLEX can be kept in the stand by position for a week or longer.

The key setting is retained by means of the batteries.
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3. ENCYPHERING

The encyphering consists of 3 separate phases, to wit : the automatic generation
of a message key based on the key setting, the input and encyphering of the clear

text and the printing of the cryptogram.

3.1.

Random Message Key
Generator

HENCIH J
Keyboard |—-o— " Key setting memory L o] Cryptomemory

!

Key generator

The ENCI (= encyphering) - button is actuated and PICOFLEX starts gene-
rating a random message key automatically. This random message key
influences the key setting so that a unique variation of the key setting is

used for each cryptogram. The message key forms the first few groups

of the cryptogram; it is not immediately printed but stored with a certain
redundancy in the crypto memory. The random message key generator
ensures that many messages, having different message keys, can be proces-

sed with one and the same key setting.

3.2. Printer | Key generator "Full Memory"

40 to 26

”n " - 3- o
Keyboard ENCI 1 conversion Mixer #1 Memory

The clear text is typed in by means of the keyboard, which has 40 keys, with
simultaneous print-out on the strip printer. The alpha numerical text is con-
verted into the 26-mode, is mixed with the output of the key generator and

is stored, in encyphered form, in the crypto memory. This memory has

a capacity of 1000 crypto characters or approximately 15 lines of typewritten

text (about 900 characters).

DESCRIPTION 13927-E-8176 COMPANY CONFIDENTIAL
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When the crypto memory is almost full the strip printer prints the words
"FULL MEMORY" and a signal sounds. After that there is room for some
20 characters more, after which the strip printer is blocked. When longer
messages have to be encyphered, they have to be divided into separate
cryptograms.

3.3.

Crypto memory |———— Format OUTPUE{)/l ol Printer

The pushing of the OUTPUT push button causes the contents of the crypto
memory, completed with a space after every 5-letter group, to be printed
with a constant speed of approximately 10 characters/second on the strip
printer. In case the cryptogram is transmitted by means of modem (see
paragraph 5), the strip printer is blocked, the spaces between the 5-letter
groups are left out, and the cryptogram is preceded by a synchronisation

sequence and terminated by an "End Of Transmission'" sequence.

DESCRIPTION 13927-E-876 COMPANY CONFIDENTIAL
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DECYPHERING

The decyphering also consists of 3 separate phases, to wit: the detection and

processing of the message key, the input of the cryptogram and the printing of the

decyphered message.

4.1. l
First few groups
DECI 1
Keyboard| o~~~ | Key generator —=e{ Printer
L »{ Crypto memory ‘———'iO"CorrectiOn"
The DECI ( = decyphering) button is pushed after the key setting has been
inserted and the first 10 groups of the cryptogram are typed in by means of
the keyboard. These first groups contain amongst other things the message
key which must be processed in the key generator to produce the same
variation as was used during the encyphering. A possibility is provided to
check at this early stage of the input whether or not the inserted key
setting is the correct one: if the OUTPUT push button is actuated and the key
setting is the correct one, the control group will be printed. If the key set-
ting is not the same as used for the encyphering, the printer will print
"NO KEY'" so that appropriate measures can be taken. The check on the
correct ' key setting can also be carried out after the cryptogram has
been put in completely; it is even possible to insert the key setting after the
cryptogram has been typed in.
4.2. Supposing a check on the correct key setting has been carried out after

10 groups have been typed in, the remainder of the cryptogram is put in with
simultaneous printing of the input so that mistakes (mistakes in the format or
mistakes in typing) are immediately visible. A CORRECTION push
button has been incorporated in order to enable the operator to wipe out the
last characters typed in, so that mistakes can be put right without l‘osing

crypto-synchrony. If a mistake is made in the format, the strip printer is

DESCRIPTION 13927-E-876 COMPANY CONFIDENTIAL
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blocked for about 3 seconds and a signal sounds. Corrected places are

marked by an asterisk.

4.3.

Key generator

"OuTPUT"
Crypto Memory |0~ | Mixer —»

26 to 40
conversion |

| Printer

After the cryptogram has been put in completely, the OUTPUT push button

is actuated which causes the contents of the crypto memory to be decyphered
in the mixing circuitry, to be converted from the 26 -mode into the 40-cha-
racters machine code and to be printed with a constant speed of approximately
10 characters/second on the strip printer. The printing of the message can be
repeated as many times as necessary; the crypto memory is reset by actuating
the CLEAR push button. The key setting itself can be reset (zercized) by
pushing the ZERO and CLEAR buttons simultaneously.

DESCRIPTION 13927-E-876 COMPANY CONFIDENTIAL
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5. SUPPLEMENTARY EQUIPMENT

PICOFLEX can readily be supplemented with various types of equipment which

facilitate the transmitting and receiving of cryptograms : &

5.1. Telephone modems: a very compact add-on modem is available to transmit
and recieve PICOFLEX messages over switched telephone lines.
This modem operates at a speed of 200 bits/second and uses frequency-shift
keying.
The coupling between the modem and the telephone line is acoustic and is
realized by means of small loudspeaker /microphones which are pressed
tight against the inserts of the telephone handsets. Sound absorbing materials
ensure a disturbance-free contact. The transmission of previously prepared
cryptograms 1is initiated by the pushing of the OUTPUT push button after the
connection has been set up and it is certain that the receiving end is ready to
receive. The transmission of the cryptogram is preceded by a special start-
synchronisation sequence which must be acknowledged by the receiving end
(‘handshaking') before the cryptogram is transmitted. The end of transmis-
sion is also marked by a special sequence. The status of the transmission/
reception of cryptogram is printed on the strip printer so that the operators
know the equipments are working properly and the cryptogram is being
transmitted/received. The strip printers are switched off during the trans-
mission and reception of the cryptogram, proper.
In order .to clarify the above, the complete sequence of actions for the
transmission and reception of a cryptogram by means of a telephone modem

is given below:

TRANSMITTING END RECEIVING END
- Insert keysetting Insert keysetting
- Encypher message (ENCI button) 7

- Establish telephone connection,
warn other party about coming

transmission

-  Establish acoustical coupling Establish acoustical coupling, press
DECI button

DESCRIPTION 13927-E-876 COMPANY CONFIDENTIAL
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-  Press OUTPUT button
(PICOFLEX starts sync sequence PICOFLEX acknowledges synchronisation)

(PICOFLEX prints '""SYNC PICOFLEX prints: BEGIN OF TRANS-
ACHIEVED, BEGIN OF TRANS- MISSION")
MISSION"

(PICOFLEX transmits cryptogram PICOFLEX receives cryptogram)
(PICOFLEX prints "End of Trans- PICOFLEX prints "End of Transmis-
mission" sion")
- Remove acoustical coupling Remove acoustical coupling

Push OUTPUT button, decyphered

message is printed

- Push CLEAR button Push CLEAR button

5.2. Radio modems : Various types of modems, usually tailored to specific types
of radio equipment, are available. These range from 50 bits/second C.W.
modems for Single Side Band sets to 200 bits/second F.S.K. modems for
F.M. sets and P. M. sets . The latter type can be used for transmitting
and receiving burst transmissions at a speed of approximately 40 characters/

second.

5.3. Headquarters equipment: In headquarters or maritime broadcasting stations
where large quantities of PICOFLEX traffic will be transmitted and received,

especially programmed . minicomputers will be employed for:

- matching received cryptograms to the key setting of the sender

- matching the crvptograms to be transmitted to the key setting of the
adressee(s)

- automatically encyphering and decyphering messages

- printing received and decyphered cryptograms on page printers

- calculating, accounting, distributing and storing the key settings of all
stations in the network or area

-  interworking with other headquarters, either on-line or off-line

- ensuring a 100% key compartmentation

- taking appropriate measures in case of compromise of one or more statibns

- acting as ""hot stand by" for adjacent headquarters or stations

DESCRIPTION 13927-E-876 COMPANY CONFIDENTIAL
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The exact performance, characteristics and capabilities of these computers

will have to be tailored to the needs of the specific station (s).

6. ACCESSORIES

The basic PICOFLEX can be supplemented with the following accessories :

Cassettes with rolls of metallized paper for the strip printers, sufficient for
about 60.000 characters or about 500 messages.

Rechargeable nickel cadmium batteries

Watertight protective cover

""Samsonite' briefcase for travelling officials and executives

Transport case with sufficient buffering to allow of air-dropping

Mains operated battery charger

Spare batteries or dry cells

DESCRIPTION 13927-E-876 COMPANY CONFIDENTIAL
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TECHNICAL DATA

Dimensions, weight

Power supply

Operating life

Strip printer

Cassettes

Memory

Keyboard

Operating controls

Signals

Automatic print outs

DESCRIPTION 13927-E-8176
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width: 21 cm
depth: 20 cm
height: 5 cm
weight: approx. 0,8 kg.

4 rechargeable nickel cadmium batteries or
1.5 volt dry cells (7.5 volts total)

more than a week in stand by, approx. 2 hours
in full operation at room temperature with

fully charged batteries

metallized paper, 5 x 7 dot matrix,

10 characters/second
rolls for approx. 60 000 characters

1 000 crypto characters or approx. 900 clear

text characters
Typewriter keyboard, capitals only

KEY, ENCI, DECI, OUTPUT, Paper Feed.
CLEAR, ZERO, ON/OFF, CORRECTION,
STAND BY/FULL OPERATION switch

Audible signa! at every change in operating

mode or warning

Control Group, "NO KEY"."FULL MEMORY",
"LOW BATTERY". "CRYPTO ALARM",
'""Begin Transmission', '"Synchronization

Achieved', "End of Transmission", Asterisk

for corrected places

COMPANY CONFIDENTIAL
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External Interface For connecting all types of modems
Operating temperature range From -25°C to +55°C

Storage temperature range From -55°C to +70°C

Environmental conditions desk-type equipment for protected operation

watertight and shock-resistant cases for

unprotected operation and rough handling.

Operating instructions Brief operating instructions are printed on
PICOFLEX.

All data are subject to changes without prior notice.

Annexes: External view of PICOFLEX
Layout of PICOFLEX typewriter keyboard and operating controls
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