
DOCID: 383869,.9

..

/

Der Fall WICHER:GermanKnowledge of
Polish Success on ENIGMA

BY JOSEPH A. MEYER

T'op Bed pi blat'" a

In 19.39 the Germans found evidf'nce. including decrypts, that a
Polish cryptanalytic organization, WICHER: had been readin!! the
ENIGMA. Documents and interrogations did not reveal how the ma
chine could have been read, and after some changes in the indicator
system and plug/fings, the matter was dropped. In 1943, further evidence
of prewar Polish success, and the Mrong appearance that Navy
ENIGMA was being read by the British and US., caused a crypto
security crisis. A spy in the U.S. NavyDepartment reported the reading
of V-boat keys. ENIGMA security was studied. and many changes in
the machine and its uWf.:e were undertaken. By 1944 the Germans
acted and spoke as if they knew ENIGMA traffic was being read by the
Allies, but they suspected betrayal or compromise of keys. Medium
grade ciphers were also improved, and radiQ security was much im
proVf'd. Users were forbidden to send secret or top .~ecrf!t information
or operational orders over ENIGMA. Through all of this. German con
/idence in the TUNNY cipher teleprinter (which wa.~ al.~o being read)
neller wavered. The key to German suspicions of ENIGMA appears to
have been the knowledge of Polish prewar successes; after which the
wartime ENIGMA exploitation hunk by a thread for five and one-half
~~. I

I. DER FALL WICHER'

1n late 19:39. after their rapid conquest of Poland. the German OKH
(Oberkommando des Heeres, Army High Command) and OKW
(Oherkommando der Wehrmacht, Armed Forces High Command)
cryptanalysts obtained definite proof, incllldin~ decrypts of German
messag-cs. that the Poles had been reading ENIGMA messages for
several years before the war. II I Alarmed. the Germans did further
security studies on the machine and changed the indicator system in
1940. They tried to track nown the French connection after the fall of
France in the same year. Later in the war they received further disclo
sures of Polish success from two prisoner-of-war Polish otficers from the
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"storm"in Polish);-' however.theirc'onfideri'i:e';
machine ";"iis neverundeijnine&lff .." '. ..'i~
·"Th~key.factor-jri c8ushlg the.Germ8nCo/p~ri··

the' ENIGMkw8s readable and'" had' beepeicpI'. ......' ....... ' .... .......htlythe:.
t~ght co~partihent~tion.of the'~ork inPo~~it~'J~~;;I~'~~;,.;'!fit8~~e:f4'J
Th,is w8s,fuitherhelped by th~ waythe 9~iin,,8.n~;~'4h<!!~9~tli);in.fi>tina-,·

tion. The Poles ~ho disclosed theENIGMA:*c¢e~~;Wi!Th"Nmy'6ffi~ers
too high up ill the WarsawCryptanalytifBure8uto'e~plair?thed~tail~
of th~ work, i.e;, how it was done, arid the Y04n'kcryj1'6in'1lIystswho
did kTlOwwe~e either not captured or ri()t iiitett<>gatedi-!fi)i\s'a'i-esult,
the German cryptographersiwere never forelid to· an'-unde'r~tanding of
how the jn~chinecould~ solved. They'wer~ tol<J; b\ltn~t shp;,.in. '.'

In 1938 German invaSions of Ausbiaand, Czedioslovakiagave them
access to the cryptanalytic bureaus· ill these countries, and they .re'
ceived80me SUrprises, but nothing that weakened their confidence in
ENIGMA (see below). ..' . '. .

When German forces swept intO Poland on 1 September 1939, their
Panzer units reached the outskirts of Warsaw by 8 September, but
Polish forces continued counterl\ttacks until 19 September and Warsaw
Itself held out until 27 September.161 The Polish Government fied to
~umania on 18 September.171 But the delay in c~pturingWarsaw, and'
the Russian attacks, which began on 17 September, gave the Warsaw
cryptanalytic bureau a clear forecast of the outcome and sufficient time
to destroy records !ind evacuate key personnel .and equipment. There
were four young Polishrriathematiciariswho had solved· ENIGMA, and
they and documents arid eql1ipment were evacuated to England arid
France·ISI '

Earlier. when Czechoslovakia fen in 1938, some Germari cryptanalysts
from OKW went to Prague and Visited. the Czech cryptanalytic
organization. which was headed byanofflcer riamedRuzek.f91 The
seniorOKW l11emberof thiil party, W. FennerOaterheadof OK,W/Chi
O~'erkommando C1er Weh~macht/Chiffrierdienst, Armed Forces High
Command/Cipher Service), was instructed not to carry out a detaiied
interrogation. The Czechs disclosed their work and were offered jobs iri
OKW/Chi. which they refused.liO! They had rea~ Germari military
double transposition after getting pinched information, [11 land sub
sequently had destroyed aU their papers.li2I . .

There was some confusion among the variol1s German SIGINT
parties about whether the Czech", had readENlG¥Aor riot. Mettig of
OKH claimed in 1945 that the Czechs hilCl' read. traffic from the un
steckered ENIGMA bef~rethe war.li2A!Wendlandof OKH, in an
interrogation on 26 September 1946, alsoclil,imedthatthe Czechs had
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read the ENIGMA in "the old system."[12B],Elut FennerofOKW, who
made the trip to Prague in 1938 and interrogated Ruzek, was crossex
amined on 30 September 1946 by the same\: ASA people, who had just
spoken to Wendland, and Fenner stated cle'arly that the Czechs never
claimed to have read the ENIGMA; this wass\lpposed to have been
done by the Polish WICHER organization which was captured in
Czechoslovakia. [12C I

Another OKH SIGINT member, Barthel, claimed that before the
March 1938 Anschluss the Austrian Cryptlmalytic Service had succeed
ed in "reconstructing analytically" the settings of the ENIGMA and on
occasion they could find the daily key and read s0nte German traffic
but this does not seem to have alarmed the Germans.[12D I :"

When Poland fell, a group of Polish cryptanalysts, apparently known
as the WICHER organization,[14) was captureq in Czechoslovakia. [13 I
Ruzek apparently informed the Germans, for his name is mentioned
in the Fall WICHER context by Huttenhain of OKW.(15) Two crypt
analysts from OKW, viz., Fricke and Pietsch, were sent to interrogate
them .[161 The Poles maintained that they had broken the German
ENIGMA but no concrete results came from the interrogation, and no
details of the method were obtained. [17) The documents the Poles had
were sent to Hauptmann Kempe of OKH.118) Because of bad feeling
between Fenner of OKW and Kempe of OKH, Kempe held onto the
documents and told Fenner only "that from these documents it was
clear the ENIGMA had been broken".[19j Fenner was never able to see
the documents himself, and even after the war was unwilling "to statp
it as a fact that the Poles in fact achieved this success" .[20 \ (Fenner
had been involved in the stecker-pair plugging modification with
Dipl. lng. Willi Korn of Heimsoeth & Rinke in the technical 'develop
ment of the machine in the 1926-32 period.l[21 ) Fenner thought it
likely that the Poles might occasionally, under favorable circumstances,
have read a depth, hut discounted reading of messages or whole series
of messages. [22 )

Mettig in 1945 claimed that three deciphered messages from a Ger
man cruiser in Spanish waters during the civil war in 1937 were found
in Poland, and this suggested the system was unsafe.[22A) However,
Mettig came into OKH SIGINT sometime after these events, and he is
vague on some details; hence these messages may have heen captured
with the Poles in Czechoslovakia. [22B j

The Czechs had no liaison with the Polish bureau, but they had had
good relations with the French cryptanalytic people, and possibly knew
something from that source of French activity on the ENIGMA
problem.(23]

The captured Poles stated during interrogation that they had worked
on the machine with the French, and had the instructions for it~ use,
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but the Germans were unable to discover exactly what had been
done·124I German investigators did discover that the Poles had pos
sessed a section of extraordinary security in the Warsaw Cryptanalytic
Bureau.[251 OKH knew that captured Polish secret documents con
tained decrypts of German cipher messages. [26] This started a rumor
that the Poles had been reading the ENIGMA.\271 Further captured
documents showed that the salaries of two mathematical students from
Posen were exceptionally large, and this suggested that they had been
successful in reading the ENIGMA. [28] The Germans had learned that
the leading workers on this project were young Polish mathematics
students, and apparently two such students were captured in Warsaw
in 1939, but later neither could be found.l29 j The Germans then
calmed down. lao I .. .... .

As a precaution they did some further studies on ENIGMA and con
cluded that the system for doubly enciphering the message setting and
sending it as an indicator wal'i a weakness because in some flpecial
cases the keys could be recovered.131 j They did not think the Poles
were able to do this kind of attack, however, because "either a special
deciphering machine was required, or a lengthy Hollerith operation...
At that time it appeared doubtful that the Poles had carried out so
great a task..."[321 To improve security, ENIGMA procedures for
sending indicators were tightened at the beginning of 1940.[33 j Out
right solution of the ENIGMA wall derided, [:\4} but as a precaution.
the stecker plugging was increased from six to ten pairs at this
time·1351

In 1940, after the Battle of France. the Germans searched for further
evidence of French success on ENIGMA in Belgium or France, but
were never able totind any.[36INo cryptanalysts were captured, and
all their papers were d('stroyed .[371 Files in tbe French Admiralty
showed that British experts had come to France to help the French
cryptanalysts on the Naval ENIGMA, but that neither cryptanalytic
service h"ad any success.138jOKM (Oberkommando der Marine, Navy'
High Command) probably told OKW nothing of this Britiflh party. [39 I
Fenner of OKW· saw a captured French document of an unknown
source, urging that a "new bureau should be set up."[40j The files of
the Deuxieme Bureau in Paris were searched. but they had been re
moved by the French to Vichy. A few document!'! were found in the
Deuxieme Bureau showing that the French had succeeded· about 1931
33 in buying information about German double transposition keys
from a man working in OKW.l411 Tbe Germans knew nothing about
this until the documents were found, and never traced the man.[42 j
Nothing revealed ENIGMA success. 143 \ When Vichy France was
occupied in late 1942, the Germans were busy with other matters. and
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no .. search was made for a French crypfanalytic· secti()n,acc()rding to
Hiittenhain of OKW.{441 The French cryptarialystBertrand wasar
rested and interroj{ated at this time, but he did not disclose the
ENIGMA work, and it is very likely that he did not know what was
happening in England and America on the prob\em.\45A61 Some
Polish ENIGMA cryptanalysts fleeing to Spain were apparently cap
tured at the border and impri!\Oned, but were not identified or inter-
rogated~1471 .

in 1940, after the fall of France, the Germans arrested a pair of
Polish officers who had fled to France, but did not discover that they
had held senior pORition8 in the War8aw cryptanalytic bureau. 148\
Mettig claimed that many interrogations ofPole8 were held, hut drew

.. blanks. [48AI Some interrogations in 1942 were held in Warsaw,148BI
and in September 1942. an interrogation was held in Berlin. Mettig
claimed that one of the Poles was a Lt. Colonel. head of the Cryptana
lytic Bureau. [48C J In 1942 and 1943 the Germans had found evidence
that their teletype landlines were being tapped in Paris. [48D J They
knew that the Polish underground was sending espionage information
by radio from Warsaw from 1939 until 1944.148E] They were also aware
that Polish "radio agents" were operating in France. and in March
1943 captured some.148F I Later, in 1944, they read numerous en
ciphered messages from Polish agents in Northern France. (48G I After
they occupied Vichy France, they found signs of French gIGINT, and
according to Flicke, they uncovered an organization in Marseille in
August 1943 associated with the Deuxieme Bureau and disguised as
"Service Radio Electrique de Securite Territoire" which had over 40
stations with 300 trained operators. [48H I In 1943 General Fellgiebel
ordered the reinterrogation of Polish cryptanalY8t.'1 to check further into
Fal1 WTCHER.!48Ij Representatives of OKM a8 well as OKH were
present at some of these interrogations.!48J I

In 1943-44 the two Poli8h officers captured inI!l40 in France "volun
teered" the information that the Poles had been reading ENIGMA for
several years before the war.[49 J The two officers, a Major and a Lt.
Colonel, were at that time in a PW camp in Hamburg.149j Dr. Pietsch
of OKH, who had been present at interrogations in Warsaw and prob
ably at Berlin, was sent to Hamburg to question them.ISOI The ac
counts vary somewhat, for Buggisch of OKH claimed that the Poles
wil1ingly gave Pietsch the information they possessed, on the argument
that "after so long aperiod the question of security seemed pointless
even from a Polish point of view."150 I Mettig of OKH claimed that the
Abwehr messed things up by allowing the Poles to be together for sev
eral days before they were interrogated, and this gave them a chance
to correlate their stories. He said there were no results because the
Poles would not talk.15II Buggisch and Mettig both mentioned a Lt.
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mllhon'·mhablt.ants}i.ad,fled,·thePolespresulDably knew that the

~;~~~~~j~~~~J'~~gi~t~ii~:&i~~J.:t:e:~~;
• ?olish'd~ctYPtS)ah~.·:"thought)ha.t8Ii~N~dMAworkhad :Iong ceased.
There;were:manY\1ncertainties ;re~ultin~;Jromthisintervle.w.The

. P61ish<iftice~; nadbeenheads of sedions in WarSaw and .they were
sure t.ti~tthe:Gt!rtnanArmyENiGMA had bee~ r~~diIl part for several ,.,..
years'b~(o~ 1939.[521 'rhey'kt)ew that the Polish workers had gone to
F~anceafter the' 1"81\ of Poland, but were not certain whether the Polish
cryptanalytic work on the ENIGMA had been ccintinued on French
SoiL[53;j The Polish officers could give no. details. of the metpod
used.154! They claimed that some sudden, alteration was made by the

. Gerin~ns which made it impossible to continue reading the traffic, but
were."unsure of the date.[55 J A~ a result of Menzer's studies the Ger
mans had made a change in the ENIGMA itself in the late 1930's,
from three stecker-pairs to six or seven stecker-pairs.I56) Then in
1~40, they changed' the indicator system. [57 J Lacking a date, they'
could not determine which. change had caused the alleged halt.158IThe
prisoners gave the Polish covername "WICHER," confirming the
CzechOslovakian incident. ~ietsch "did not bother to get details of the
Polisit method,"[59 I and brought back Ii rather. hazy general story to
OKW/Chi.[601 Other German cryptanalystll, who had already heard of
thei939 revelations, thought it had been bad usage giving depths, .
which had allowed the prewar reading, rather than the indicator sys-

. te~.(61) Because of th~ uncertainties, the Germans cOncluded that
some ENIGMA traffic had been ~ead years before, but did not think
there was any curreritthreat and did not pursue the matter. .

The ENIGMA' had been the subject of security studi~s du~ing the
1920's, and the first Army ENIGMA was tested in 1927.162J It was seen
in use about 1931-32, [63 land after further studIes at that time by
Schroeder,l64I the ~teck.ered ENIGMA wa~ standardized' with 3
stecker-pairs. 165 ! Menzer lOokup the work and ENiGMA was im
proved in the late 1930's-after the Poles had broken in-by using six
or seven stecker-pairs instead of only three stecker-pairs.IOO! German
mathematical studies and other work had shown that a depth of about
30 was needed to read ihetraffic,and the unknow~ stecker plugging
would stand up to any' attacks they knew.lOOAJ Apparently, after the
initial.scare of October 1939,the Germans satisfied themselves that
only the indicator system had a weaknesS, and having corrected that,
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had no further doubts. They also rationalized that the decrypted Ger
man messages captured in 1939-which were not di~c1osed to OKW
could 'have come from readinR depth!!, rather than actual solution of
the machine. [671 They were very sure that any attack on the machine
would require a large Hollerith process.167Aj Even though an Allied
prisoner of war in North Africa had disclosed that the British and
Americans were working together "with a very large joint 'park' of
Hollerith (punch-card) equipment,"this PW interrogation was never
followed up.16BI (Apparently the location Bletchley Park was trans
formed into the generic term "park" in reporting this.) Late in 1943 a
German officer escaped in North Africa and said the Americans had a
large deciphering organization with Hollerith equipment, but the
Germans were unable to confirm this.!69I Since the 'senior German
cryptographers were,' after the war, still convinced that the ENIGMA
was unbreakable, they may have been reluctant to consider that a
handful of young Polish mathematics students could produce crypt
analytic results which experienced senior' German cryptanalysts could
not.

II. COMMENT

Mter the war, the German cryptanalysts used the argument that
ENIGMA was unreadable to justify lack of success to Typex, even
though they had captured several Typex machines-without the
rotors-at Dunkirk.170 I They also claimed to have no knowledge at
all of the existence of an Allied SIGINT eHort against. them, although
they inferred some things from Yardley's book and wartime U.S. news
paper articles. 171 J There is no evidence to show that they understood
how a steckered ENIGMA could be read, for even when they did
finally introduce the pluggable reflector, the Army found it too much
trouble, it was mentioned in Naval traffic but never used, and the
Luftwaffe used it incorrectly. 172 I

Yet the fact remains that the Germans became increasingly sus
picious that their ciphers were being read, but thought this was due
to betrayal of the current keys.[73] As the war went on, they went to
extraordinary lengths to improve all their ciphers, to tighten up radio
security, to investigate all the people who could possibly come near
the keys, and to spread the traffic out over so many keys that a capture
or a betrayal could not compromise more than a small portion of their
communications.[74\ Some of these security techniques they learned
from Allied cryptographic practice, and copied them·175 J

They analyzed their own military reverses for signs of cipher com
promise. In the early part of the war, only Luftwaffe keys were being
read to any extent, but this had little influence on the war in the major

-
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. fhe~tets.li~liO~!iiCI~t~·f
thattheir ENIGMA-'tr
tl1erew~sn~t1nuchsll~gii~~,
sequenc7s. [77'lJryf\l0l-th}~fri .<;1
frolllthe TAaIld Imv-I~v~ILfl]~}l~Y~i
people in . thefiel&1781·G()rtY()¥,r;!!.t'f6i~ .
traffic until .trye .. P()rpoise~fiIJM.~~k~y~~~::p
British prisoners could ha"ll~()I~';~he;Yllrm~~~
the Russian front the RU~ia~s'N~[eur~?lew> ,r
no .. prisohers from l:enerals~o"V~t,~r~sQ~I~ha.Y~.to,l~"&tIT~!,r·
aitdup until Stalihl:lad, thel:{us~illr;sw~restills~ff~rir
taryreverses. .... ." . '. ...,":'.

In ·.194~the German NavYloSt.its<:()ptiIl4,i~y.,gIlllihgI!i~r()fT#j()r
AlIie~ systems,[RO I and. succ~ssonNllvIlLE:NI(j~A"~Oi?~I~to~evas"
tatinglosses of lJ"boats./81) Theagac~S'()rIiQrrmel~s¥~p.l!tls;alld,the
attacks. on U-boats. were.fairly Wt!!lc<iYt!rll#byu~iIlg~jr'crafttomake
sightingsbefore the subs were atta.c.ked;[82Jl}ow~,,~rittlecoy~rd()Ctrine
was not followed perfectlyonU.boat rend~zvous.T~eGermansdid
examine rendezvous atSea over a' ~riodiIl1943 andnote<i thllt l:Jetwee~
3and)lAu~st1943 everyone.oftheirrendezvousl}ad beenvisit~d
by Allied. forces, a marked. change from the previoU!l period. [83] The
possibility of the ENlGMA'R being broken 'was COIl~id~red, but
treated as only "tentative,"[841TheAbwehrin August 1943 sent a report
from a German agent working at a high position in the Navy Depart
ment in Washington, stating thllt the operational orders to the U-boats
were <beingre~dcurrently .[85IAbwehrconsidered ~he agent their best
in Washington.foo} OKM .left the question unresolved,preferring to
blame radar and treason.[8?] The "uncovered"RinkiTlg oLU It 22 and
the tanker BRAKE at an llldian Ocean rendezvous on II March 1944
precipitated a. cipher crisib, and led to the introduction of special
settings on each U~boat.1881 In 1942 the 4th wheel modification was
introduced in U.boats,189].ln 1942 and 1943 . rie',Van.<icomplicated
"Stichworf' procedures <based ona. codeword known oIlly to an officer
on the U-boat) were introduced, to offset. the effects of pinches and
captures of curre~t ki!ysd90! OKMevenconcede<i that the U.boat
ciphers. were almost certainly read for a short period in 1943; because
of "uncovered"AUied attacks, but concluded that the ciphers were
only readable if all the cipher material' and the "Stichwort". were
captured or. pinched or befrayed.[91 IThe somewhat blind attempts
to improve ENIGMA security against betrayal alld capttiredid in fact
make the cryptanalysts' work muchhardkTheGerrnans also im.
proved the U·boatsthemselves with Schnorkels andbettertorpedos
and ELINT equipment, .so tl}atthey could resist countermeasures.[92J
Finally, in 1944 they directed a young Lt. Froweinto study ENIGMA
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security, and in a few months he produced a study showing the key "
could be broken on a crib of 50 letters. He received a decoration, and
rotor changes were ordered ~toolate·I~3J "

WhileOKMapparently did not know about Fall WICHER and
OKW did not know about the Abwehr (counter-intelligence) report
from Washington (owing to a FUhrer directive ofl940, intended to keep
knowledge from those who needed it),[94] there were still a number of
technical changes under development, anyone of which could have
finished off the cryptanalysis of the ENIGMA. The Luftwaffe had
developed a pluggable reflector D, but could not get it adopted; [95 J
the Navy pla'nned to use it in 1942, but never introduced it; [96 J and
the Army considered it too much trouble. [97 J The Luftwaffe did
introduce it; but used it wrongly, arid it' was solved.1981 The Army
then used it correctly late in the war, hut only on one key.l991 The
Luftwaffe then introduced the ENIGMA Uhr (a dial switch yielding
a multiplicity ofsteckers) to spread out the traffic on the steckers, but
misused that too, and it was solved.t99AI TheSG-39 designed by
Menzer was still bogged down in development; so Menzer created the
LilckenfUllerwalze (settable notch ring), Iroo I and this was tooled up
and ready for production at Heimsoeth & Rinke in FebruaryI943,llOl!
but decisions were put off because tha ENIGMA was still considered
secure. At security conferences conducted by General Gimmler from
November 1944 to January 1945, "worry was expressed over the fact
that the military machine had not been changed throughout the
war." 1102 j The Germans had learned from documents in October 1942
that British Naval units would use Typex with 10 rotors for inter
service working, and additional sets of seven more rotors for Naval
Code and seven rotors for Navai cipher, and even intended rotors
with variable plugging for extra security.t103] At the Gimmler con
ferences, theOKL (Oberkommando der Luftwaffe, Air Force High Com
mand) Uhr was discussed, the LUckenfUllerwalze was approved. 1104 I
Liickenfiillerwalzen were ordered in a quantity of 12,000 and these
were nearing completion at the ERTEL plant when the war
ended. [105 J Two more of Menzer's devices were ordered, viz., 20,000
SchLUsselscheiben and 70,000 SchLUsselkasten were ordered in early
1945 to replace ENIGMA, and 15 toolmakers were committed to ex- ,
pedite the project. [106 J

Some useful insight into the German attitude toward ENIGMA
security can be gleaned from no"ting the actions taken by the Germans
"themselves, which connote something different from their postwar
statements. In 1942 Pers Z (Foreign Office) approached Willi Korn of
Heimsoeth & Rinke and discussed the construction of a six-rotor
ENIGMA-compatible cipher machine called SG-42, which apparently
never passed theoretical development. [106A I At the time of the Allied
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landing in North Africa in late 1942, Ge,neral Martiili, Chief Signal
Officer of the Luftwaffe, staled that the ENIGMA was "on!y&9percent
!lecure" (whatever that means) and blinned the trsllsmission of
operational orders by radio. (106,8 I (An undersea cable to North Africa
was, installed for Rommel's operational orders.!l06C)(}KL SWINT
people 'in Northern Italy in 1943' were ordered to send secret or top
secret information over cipher teleprinter. ENIGMA was to be used
only in exceptional cases.(I06DI To increase the cryptographicsecu
rity of ENIGMA for OKL SIGINT traffic, different machine settings
(keys) were used on successive messages without external indica
tions. ,(106E I Allied bombing of landlines forced the use of radio, but
the D-reflector (pluggable) was used in 1944 for "especially important
me88ages," after which the standard reflector was put back in~o tQe
machine for routine mellSages.!l06FrAn OKL technical sergeant
stated that in SIGINT reports, "codewords were substituted for num
erical designation of Allied units.. ,to partially veil the results of

, German Signal Intelligence in the event that ENIGMA messages
were being deciphered hy the enemy." [l06G I

Information in a captur~d OKH war diary is also revealing. In
March 1944, 0 KH was studying a new system for assigning and en
ciphering calisigns.[l06H] Studies were instituted to determine the
extent to which Army ENIGMA could be compromised by treachery,
and it was noted that "retaining the present key techniques. five
message keys chosen by specific agreement are sufficient to betray
the daily key without permitting the German control agency to spot
the betrayal, even with careful checking." [1061 I The Germans
strongly suspected that one or more ENIGMA cipher clerks 'was
choosing settings in a way that Allied SIGINT, by prearrangement,
could exploit to break the key. OKH studied the "betrayal" problem,
andOKH also studied the Navy RNTC;MA procedures and pronounced
them "totally inadequate from the point of view of security. . , A
J(eneral solution for compromise cases with the steckered ENIGMA
by means of an extensive cryptanalytic auxilliary device was found."
Even the Army ENIGMA was thought vulnerable to depths, of four
messages, "by using an extensive, system of mechanical' cryptanalytic

. aids,"!H16J I
The stress in the OKH war diary on special machinery and betrayal

strongly su~gests that they had more than an inkling of the huge
machine attacks currently being carried out in England and in the
United States.

The war diary subsequently noted that severa] reports on the
ENIGMA were done in 1944, and in October 19440KH recorded that
work had been concluded on the compromise problem of the plugged

,ENIGMA. The SchWsselkasten studies were mentioned, and the new
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sys~ni Jor, enciphered c!lllsigns·' was scfi~'duled for,"'intioaUction on, 1 "
Sep!e~be~ i94~~ ~.oauction of: EN'I{;¥AjNr,~!l.$ fi6te.!fh~~j ,',' '
"The,Occlifrehce of,' rrianyqy,PwgrijphiCtecn'iiiCal,mMters ,in' the

'~~~i~~&J?thi~~it~Jh:r t:ctuJ~;."'~~~~t~hJ~~~~~.~:;e:i:
!lysteniliiically tight.,med up, an<F it,Wfis note:d iri,late" 1944:by 'Allied
stGi&t'that they had become,so'securethaUtvJas necesSary to60lve

,hiii~~~aa~ cipp.e~s (Fish' or' ENIGMA) t9' o9t8ip, cfib'~ :to ~lve the
~:l§i~¥'~ade 'hand' ciphers '(r~ster);l106LJ' Captured 'papers be
longing, lotheOKW mathematician ijutl:e'nhainnote that in Septem
~r,<'i944 :QKW was:ertgage:d inselOurity'impr6\remenbi t~ the stencil
sYstelJi,de){~J9ping emergency keys f({,the!lt¢nciJsy~uim in case of
capture,and Pfoductiono{a,newemergencYllystem for ENIGMA
(u~g~),.Ne~ cipher instrtict,i~lls forEN~G~i'A,w,er~'Wjlle. published,
a.nd a.ne\y Iri8riu~1 for ENIG,MA w~s aIS() expec;ted.\lQ!3M.j.Iri addition,
they YI~reinvestjgating ihe"prQ<ltl<;~io,n9fkeY8for ENIGMA equipped
with Lacl?en{iil~rwalzell.ll06NI All ofthis activity 8uggests asignifi-
cant change in German ci-yptographic;tnihking., . '. ,
. Aniongthe captured Huttenbain.p~perll.·werellotes on security

lectures given by Leutnant Gen(!laJ qimmJer,OKW/Ch~fAg WNV,
who was charged with coordinating all Armed Forces ~ryptographic
security studies. In his lectures emphasizing the preservation of sig
nalsge,curity by technical means, he s~reS8ed the activities of foreign
SIGINT'Beveral times. viz:

"In the y0e6t8 arur the War. the world learned what the enemy hadl>een able
to obtain from deciphered m"""lIge.., to the detriment Of Cermany, The
enemy'. cr'YPta,Mlytic 'VOl'k ha. been (utt~er develuped, '

"The British Jl9'I8e8S an 'adinirablytrained !>'llitical and. milit"ry Sigint
service. hl the j>irat Wurld War. tbe Amkiicana ~re, in this respect, i:-iti~ely
naive, bu't, they learnt (mm the Britisli,. and now work on cryptanaIYsi•• (or
example, with the 8116ist8nce of the most modern mechanical devices, 'Simi
larly theBOlahevists .. , hllve'tap~d our tactical anio~ralionj\l Si~llis rom
municatlollS sometimes close to th,e (ron't. 'aom~time!l far in' the rear a'rea, and
have retransmitted the contents by age';ts'wit.",' ' .'

"Sigint suc~es (German) in (tsly,aitd,durin/t tli~ batlle of Normandy have '
been d8t~ling even to ,the exPert, , , Today. cryptanalyaia is breaking com
plicated sPfiech enciphermentsytlleins and difficult hand and machine sys,
urns without a knowledge of. the keys: , ,The Sigint and dyplO baUle is fou/tht
juslllSbilterly in this war 8~ thebsttle with wettPoilil. ,

", " no 6\!Cure' method ,?f s~ch endpherment eXi~ts, , ,tbe, ml>St secure
,meth<ld is to entrust top secret material (gelulime Reicbsachen and Chef-und
Iteheime Kornmand088chen) to '8 reliablli courier: Or to the cipher ule
priitler."[106O J

Allowing for the "pep·tal~" character of his le!,tures,Gimmler's
reference to the American use of "most modern mechanical devices"

11
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analysis, 'tha~ ENmMA 'cOIM 'b,eii~tacke~'l;>y;::~l:icijr:~n!ic ,ne~::b,~f', ;',
that the Fish telepfillterwasstill.s;'cui'e:; " ", ",>",:<,,>:,;':>,';' ~';" ,;

Becau!le the 0 KHSIGINTo~g~niz~tio;n' ~;aiSsoi~el;:aiiheend"o(the
war before the TICO~:group8cOurd.ij!,dthe:':p~~'ple;'5~,~~i'P~~~t' ~r
documents, much less isknownaboutOKH workthanis:knowh'ofOKL
and OKM and some oc'ithe, ~thercryptologicagentiei.!YQ6pTS·irige it
is known that Gehhmsent his Army rntelliieii~e organization .into
hiding at the end of the war; andhidmtiltiple ,d>piesofaU his vital
records on the Russian forre8, it is riotbeyondbeliefthatOKHSIGINT
carried out some ::phoenix" plan.ll06QI The, ,pOstwar statements
of OKH and OKW higher.ups uniformly claimed that the ENIGMA
wag unbreakable, but the captured war diary and other documents,
~nd the statements of people lower down don't show the same confi
dence.

In 1943 the German!\ removed all diRcriminants from the traffic
and in 1945 they introduced unsolvable enciphered callsigns.!107 J In
Italy alone they had 11 different keys concurr'ently in use.\108JThey
avoided the use of radio; Rommel had a submarine cable between
North Africa and Italy, and landline was used everywbere pos
sible.ll09j Their hand ciphers were systematically analyzed and
improved.lllOJ They printed and distributed tons of cryptographic
materials late in the war, to improve signal security, even below
division leveLllll1 Important information was kept off radio; for the
1944 Ardennes offenl'oive, radio silence was supplemented by the use
of couriers for the operational orders.1112 J

In similar circumstances, whim the British Navy found in 1942-43
that its codes and ciphers were beinl:read, they were reluctantly
changed.\1l3\ After they captured the German Lon~ Range Sigrial
Reconnai8sance Company No. 621 at Bardia in North Africa in 1942,
the British Army chan~ed all their systems.\114\ After the discovery
that the U.S. Attache;s messages from Cairo to Washington had
been exploited to Rommel's advantage, the U.S. gave the Attache a
cipher machine.l1l5] Generally it takes a shock to bring about a
change to 8 completely new cipher system .1116]

After the war, when the reconstituted West German Government
established its cryptography, the ENIGMA was not brought back into
service. Instead, the Foreign Office adopted the T&N <Telephonbau
urid Normalzeit) machine-a development from Menzer's original
.SG-39, but much more secure.

The intensive efforts thai tbe Germans made to improve cipher
and traffic security coincided roughly with the increasing buildup of
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AHiedSlGiNT 'agalnst thein.11l71 AI~ho~gh the p"ermans'qenied ilny
knowledge of this val'lt Allied SIGINT effort, there. were'thousands of
pe~ple in Britain and th~ U.S., and in the Mediterrimean and European'
Theaters who Iulewthat SIGINT was a big effort and who also knew
that German high-level signals were being read. Some of th'e aircrews
operating over Europe, and shot down there. m'ay have known more
than they were supposed to. What almost no one knew', except· for a
very small handful of cryptanalysts and intelligence analysts, was
the detail.~, viz.; which links, which keys, how it was being done, how
current the ·decrypts were, and what intelligence they contained.lllRI

The Germans acted, from 1943 onwards, as if they knew that a large
mechanized Allied SIGINT effort wall directed against ENIGMA, but
c1early.believedthe "Fish" cipher teleprinters were completely
secure-which they were not. This suggests some kind of incomplete
leak, .possibly from gossip from people who knew that ENIGMA was
being exploited, but did not know about "Fish" exploitation. A leak of
this kind could have occurred from the lower levels of Allied crypt
analytic processing, where thousands of .people were employed, or it
could have Occurred from high levels above the cryptanalytic organi
zations, or from consumers who had been told about ENIGMA exploit
ation, but not of the other sources for Special Intelligence.

The increasing cryptographic changes and innovations by the Ger- .
mans siIggest that they had increasing suspicions, possibly knowledge,
from espiof\age or prisoners or even SIGINT on Allied ,or neutral
systems, that their traffic was being read, but not how.1119j (There are
apocryphal stories of Washington cab drivers in World War II knowing
where the "code breaking" centers were. and with 13,000 SIGINT
workers in the two cryptanalytic centers, it would be surprising if the
Germans knew nothinl(.) The Germans may have ,supposed that·
traitors were betraying the daily keys (after the Paris discoveries),
but because they never made the simple changes' which would have
made the traffic unreadable, they apparently never· discovered the
truth·11201 .

Recause ENIGMA continued to be exploited through the war, it was
easy to suppose that the Germans did not know it was being read, and
the postwar TICOM interrogations seemed to confirm this. However,
the interrog~tions may have heen less revealing than other evidence.
Hecause the Germans did not replace ENIGMA, there is a tendency for
Allied security doctrine--based largely on wartime doctrine-Il:lOA I
to be accepted uncritically as a correct scheme for preserving cryptana
lytic successes. The central point of this doctrine-that any enemy
knowledge of a SIGINT succes.'i will destroy that success-is not con
firmed by the WICHER affair. The converse proposition-that con
tinued success meant that security doctrine was both correct and
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effective-is also questionable as well as being a nortseqqitur. Hence,
Fall WICHER is not irrevelant to the analysis of,security and opera
tional problems of today.

The central issue in Fall WICHER was that, although the most
useful people and resources were evacuated from Warsaw, the coverup
was not complete and it was not well thought out. Some of the records
were destroyed before Warsaw fell, some fell into German hands. For
unexplained reasons, the WICHER people left behind in Warsaw
travelled as a!{roup into Czechoslovakia. which had been occupied by
the Germans in March 1939, carrying with them a quantity of secret
records containing decrypts. No doubt the Russian advance cut them
off from direct access to Rumania, but with the documents they could
hardly ~se as refugees. When th'e/were cau?;ht, the interrogators had
a homogeneous party and their records to pursue in the investigation,

'and the essential fact-that ENIGMA was being read-was exposed.
The 1940 operation in France let knowledgeable people who had fled
Poland fall into German hands, and eventually they confirmed the
earlier disclosures. Even the Mission Richard party had to leave France
without much preparation in 1940. The operation in Vichy France
by Bertrand had ,no contingency plan for evacuating the people, and a
number of them were arrested, fortunately before the Hambur?; dis
closures. The security compartmentation and the rather abstract
mathematical nature of the cryptanalysis were apparently critical
factors which kept the Germans from getting the specific details they
needed, because the people who did talk didn't know them. Yet the
continued success on ENIGMA-quite important during the 1943-45
period-was hanging by a very slender thread. If the Germans had
interrogated a few more people, or had made better use of the infor
mation they did receive, the Allied SIGINT position might have been
very different, IInci t.he wllr itsplfmight hllve heen very different.

III. REFERENCl';S

Note: S-documents are mostly TlCOM; NS = GCCS Naval SIGINT; AS = GeCS
Army and Air Fon,e SIGINT; AH = GeeS Army and Air Force History; C = NSA
Cryptologic l.ibrary in PI.

[I]

[2]

[3J
141

[5[

8-4836 (TlCOMII-176l, Homework by Wachtmeister Dr. Otto Buggisch of OKH/
Chi and oKW/Chi (November 1945l. p. II; Naval SiJlint, VII, 157. I

8-4589 (TICOM/I-92l. Final lnterrogar.ion of Wachtmeister Dr. Otto Buggisch
(25 August 1945).
Ibid.;NS, VII,161-169.
S-4860 (TiCOMII-200I, lriterro{iotion of Min. Rat Wilhelm Fenner of OKW/Chi
(September-October 1946l.
8-4836; 8-4860.

fer 5EEREl t:J.'o',BRA 14



DOClD: 3838699

JOSEPH A. MEYER

161

171

/ l81
[91

1101
1111

1121
112AI

[12BI
[12CI
[liDl

[131
[141
1151

1161
[171
(IIlI
1191
lz01
12l[

1221
[22AI

IZZRI
[231
1241
1251

1261
1271
1281
1291
1301
1311
1321
1331
[:141
1351
1361
1371
I:lIlI

BriKadi~r Peter Younl(, Atlas uf the Second World War (G. P. Putnam. New
York. 1974l. PP' 16-17.
Ibid.
In(ormation from John H. Tiltman. .
8-4862 (TICOM/I-202l. Interro/lalion uf Min. Rat Vit"tor Wendland of OKW/Chi
(September 1946l. .
S-4860. .
5-4862. (Note: The Czech' did not. read B:'olIGMA. Although !\Orne German
SIGINT people thought they had claimed to. Naval SiRint. VII. 157. i~ un
'meticulous on this poinU
8-4860, p_ 2.
8-4578 (TICOM/I-78), History and Achievemenis of the Cryptographir.Sution
of the OKH (August 1945); 8-4782 (TICOM/H42l. Barthel. OKH. There is no
indicati';n in TICOM that OKH ever told OKW or anyone else ahout this; it
seems to have been virtuslly forgollen.
R-41162.

S ,,4860. p. 11. ..
S'4782 (TICOM/I-142l. P/W Barthel's Account of German Work on Bntlsh.
American. 8wedi.•h and French Machine Ciphers (October 1945).
8-4860.
S-486O; p. 2.
8-45.'12 (TICOMII-:lI), Detailed Interrogation. of Dr. Hiittenhain. Formerly
Head of Research Section of OKW/Chi (.June 1945).
8-4860, p. 2.
Ibid.
S-4860. pp. IOf.
Ibid.
Ibid.
8-4165 (TICOMIDFI'234-Al. ENIGMA File., 1924-44. p. 18; R-4584. (TICOM!l
841. Fur.ther. Interrogation of Dr. lIiittenhain and Dr. Fricke of OKW/Chi (AUKust
1945).
S-4860. p. II.
8-4767 (TICOMII-127J. Interrogation of Obe,.tlt. Mrttigof OKW/Chi (Septem
ber 1945); S-4;'78.
S-4~71\.

S-4860. p. 2.
S 4532; $ -4860.
S-4589 <TICOM/I-92I. Finai InterrU/Iotiun uf Wachtmeister Otto BU/l/li..,h
(August 1945).
8-4836.
Ibid.
Ibid.
5-4589; 5-48.16.
S-4836.
8-4836; AS VII. p. 58; S -4589. p. 5.
$-4589, p. 5; 8-4tl;J6. p. 11.
8 4836. pc 11.
5-41i1\9. p. 5.
AS VII, p. 59.
S-4532.
5-4860.
IR-84052. Na"oillislorical Tram Report, p. 21.

15 TSP SE€R[T 1J"8Ao

i------------------------..



DOClD': 3838699 ....

FALL WICHER

1:391
(40 1..
1411
[421

/
'14~ I

1441 .
145\

1461

1471
[481
118AI
148BI
14.l:lC I
148DI
148Ej

148FI
14801
l48HI

·(4811
14&1 I
14\11
lso\
1511
151A\
15~1

\"~11
1541
1551
156/
1571
1581
1591
1601
161 r
1621

(6:31
1641
1651
1001
1661\1
167\
167AI
16!l1
169/

S-4ll6O, p. :Ie
5-4860.
S-486O. p. 8.
ibid.
S-453~.

Ibid.
GURu,,"e Bertrand, f.'NI(;MA, <JU 10 plu., IIrand~ imiJIme de i<J lIuerre 1939-1945
(Librari. Pion. Paris. 197:1). .
!"or a review ~f Bertrand's book. Sf. Edwin S. SpieKellhal's "The Cryplol"!:ist,
Who lBriefly) Wfnl Rock Into lhe Cold:' ·NSA Technical Journal. XIX. 1
(Summer (974). 109· 11~.

Information from .John H. Tillman.
8-48.16. p. 12. '
S-476'.
Ibid.
Ibid.", ...~.
8-4578. p. 1\ (.eereferenee 12M.
8-65.897. Wilhelm F. Flicke, War Secrets in the Ether (Trans. by R. W. Pelten·
!till. NSA 195:1I. (Based on a MS by t'Ucke written from memory in 1945), pp.
245-248; S-2106, General A Praun. 'German Radio Intelli"ence (1!l49-50) (His·
torical stuely of 1911-1945), p. 212.
S-2106, p. 204.
Flicke. pp. 245~ 248.
Flick., p. 260.
S-4578.
S 4767.
S-41\:16, p. 12.
8-4836; S-4589. p. G.
S-4767.
5-4836; S-476' ..
S-4ll36. p. 12; 8·45ll!l.
S-4.';89. p. 5; S-48:m: p. 12.
5-4&16. p. 12:
Ibid.
S -4!16O, p. t2.
S-4&16.
S·4f>89, p. 1\.
Ibid.
S-48:16. p. 12.
S-41\8..'I. p. 1\.
S-4R01 (TICOM/M-131. Manuforturf' of 1':N1GMA Marhine" by Heim.,,,eth &
Rinke. Berlin. by Major Heller (Oclober (945).
NS. VIll, 121.
S-486:!.
S-4161\. p. 18.
S 486().
S-4532. p. 15.
S-4589. p..,.,.
Ihid.
8-41\84.
S-41l60, p. 2;S-4866 (TICOMII· 2061. Extracts from Homeu·ork WriltNI by Min.
Rat Withplm.Fenner"f OKW/Chi (.pre.June 191.';).

Tgp GECRET'tlf:\8RA 16



DOClO": 3838699

JOSEPH A: :MEYER TQP &~€AET \:lA,eR"

••, ...->.- ••,~

1701

/
1711
171 I

.Inl.
1741
17~1

1761
\77\
17HI
1791
Isnl
ISII

182\
11\.11
1841
18.~1

1861
11171
1881
\S\l1
1901
1911
\91\
(\l31
11141

1\1:) I
1961
1971
1981
Iwl
19\!AI
IHKlI
IJIll I

11tl4!

S~4r,78 (Hee':;"'f;'ri!nc~ I1A);' S-45!)8 (fiCOMfI-5fll. fnlerroRatiun of Ur. 0110
Huggisi:h of riKWfChi(Julyi~4f>1:S':I:I.656 TL, TICOMBisluries, Vo\. B. Part
H.'Axi' CryphiIl'!I.V.•i",;f U';ited States Crypto/1raphi,'-System.. (AiSA. 16 Ali~ust
19461; (Nu author.c()rrecUidor edited draft. This is not a TICOM document. hut
an.account ba~ed in part on TICOM''inaterial and in part un appare~t knowledl/e
of U.S. crypl.()l/raphy. It may. therefore. not be definitive.)
is-45R4: 8-4866. .

AS, VII. 89: IVS. VIII: 11.
NS. Vii. 189-19.;. W2. 228·231; AS. VI!. 71.
AS. VB. ,,5( S-4593; NS, VII. I:J. 119.
S-45l1 ITICOM/r· 121. A Translation of the J-'re/iminary 'nterro/1atiun of Orr.
TranolJ.' of 4 SKLlllJ .OKM Carried oul at Flen.<burR on 24/24 Mal' 4.5, p. 10;

H-4590 (TICOMII-9:l1. Detailed I"lerro!/ulWns of Members of OKM 4SKLIIll al
Flensbur!: I·Iune 194r.1. p. 16.

NS, VllI. p. 139. p. in.
NS: VlI, p. 11\); NS. IV. p. 116.
AH.IV.I'.ii.
NS, VIII. Pi>. It>lI-IM, 280-282: NS, IX. 2\1-:1I: NS, IV, 1[>/l-l6:1.
NS. VII. Ch. VI. . .

Edward von der Porten. The f;ermon Nat·}' in World War Two (Ballantine. New
York. 19741. Ch. 9.
NS.IV, 1'1'. (!)8-163: NS, VB. pp. 1f>(1-\5:1. 210 21:1.216-219.
NS, VII, pp. 2I7f. .
NS. VII. pp. 197.1171'. I9\!. 175.
NS. VII. p. 215.
Ibid.
NS, VII. p. 119.
NS. VII. p. 'l'2:!..
NS. VII. p'.:lI1.
NS, VlII. pp. 16--19.
NS. VII. pp. 166 169.206..208.218. 22!l: NS, VIII, pp. U. 10.
NS, VII. PI'. 1 \ :1..!:\ \.
lItS, VII. p. 160: S-45!!'!.
S-65.1l97, Milton Shulman. Defeat in the West (Secker & WarburK. London
19471. pp. 14-20; S-65.897. Flicke. fl· 2:\4.
is-4!'>32.
NS. VII.V. 11.
S-45:11.
AS, VII. pp. 71-73. 89.
AH. V. 24: AS. VII. fI\I·.
AS, VII. ?:If.
S-16:16 (T1COM/DF-174-AI. Four Paper. by Fritl Menzer IPre-1949l.
:;-4166 (T1COM/DF l:19-RI. ENIGMA Files (Patents) 1931 -43; S-45:l1.(TICOM/
1-:!OI.·'nlerrogolion of Sunderfiihrer lJr. Fricke 0/ UKW/Chi (June 1945): S-47i7
(T1COMII-I:17), Final Report Writlen by Wadllmei,.ter Otto BUCllisch of OKHI
('hi and OKW/Chi (Ia) 5(;-:19. fhl Hollerilh nnd srecial machinery in the ""lu·
tion of lIo~clin I.raflic, Octoher 1945). '
S-45R9.
S :H91 (TICOM/I)·4:1I: TJ('OM/r-520l. Trollsloli"n uf Four Cryptanalytic Re·
p"rt, by OKMI41SKUIII on Allied Naval Sy.,tem., Ifrom 8 folder entitled "Re·
search Pro~rc",:IONovember 1944·11 March 194!'>"1.
5-45119.

17



DOCID 3838699

FALL WICHER

1105!

IU161

/ (I06AI

IHJ6H J

\106C)
II06DI

II06EI
II06FI
1106G]
II06HI

11061]
[106J1
!106K1
[106LI

[106M]

II06N I
\1060\
ll06PI

1106Q1

[1071
11081
11091
11101

IIII I
Il12j

\w\
11I41

\1I5J
IU61
(1171
11l8)
11I91
11201

8-4847 (TICOM/H87l.Report on ~duction ofEN/~MA ('{phl!r Machines by
the Ertei Factory. ffo';e;"'.chau (September 19451. .'. , .
8-4593 (TICOM/I-9f>l, The Acti~ities and O'ilani,ation· of the CiphefD;'part.
",efllof the Ar;";d Force; WKW/Chi)(August 19451. '. . ..
8-3116 (TICOMID-:JLl, Conversation with Enlline", Ko," (EiI//GiJA Cipher
Machine Factory, Schauffle, & Houthill) (23 Fehruary 1942: 8-3115 '(TICOMID
3Kl, Machin~ 42 (8G-42) (21 Fehruary 1942).
S~'1,466 (T1COM/lF-5l~ Notes on Field Interro/lation of Various Gnman Army
and Air Force SIGINT Personnel (May 19451, II pp. .
8-4860. p. ,.
8-5621 (JF-I84l, Seabo,"e Report, The Sii/nal Intelligence Sen'ice
of the aermanLuftwaffe, Vol. IX, H••tury"f Operations in the South (USAFSS
195Il,72. .
Ibid.. pp. 731-
Ibid.
Ibid. .'
8-422, (TICOM/D.'-3UO), War Diary of the Signal InieIligence Group (From Ihe
OKH War Diary, February-Novemher 19441. p. 2\.
Ihid.• pp. 22. 39:

·Ibid.• p. 40.
Ibid.. pp. 47-48. 64. b'9. W.
Letter by A. Small at Gee8 10 CO, SSA. War Department, 27 Oecember 1944,
referring 10 a report by Prof. Vincent at GGCS (in the Pettengill Pape" ·-or
Goldner note.)"
S-322O (TICOMID-68I, Further Mi.•cellanen..... Pu.[w.rs from a /ill' of R. R. Dr.
Huttenhain of OKWIChi. :L1 July 1944- 20 Decemher 1944 liod. Gimmler
lecture notes).
Ibid.
Ibid.
S-47fl.1, TIC-OM (IWXISI. European Axis SignallnteWiience in World War II a,
Revealed h.v TICOM Inc'PHtil/ationH and h.v Other l'risoner. of War Interrollations
and Captured Material.• j May 1946); p. 71lf; Vol. VIII.
E. H. Cookridge. Gehlen: Spy of the Century (Hodder & Strllughhin, Londun
1971). pp. 102.. 12:1.
AS, VII. 85. 1\9.
AH. V, 22.
S <\86IJ, p. 7.
AS. VII. pp. 96.99,102. 108. 129. 132-1:1:1:

8-4593; AS. VII. 86.
AS. VI[, 76-78; Milton Shulman.,Vefeat in the West (Seeker & Warbur~. London.
1947), pp. 15, 2291'.

Oo"ald McLar.hlan. Roo", 39 (Atheneum, New York.• l\1611l.pp. 76-80; NS.
S-486.5· (TICOM/I-205l. Detailed Inte"oflation Report of former Rellierun/i'
bauratJohannes Anton Marquart ofOKH/GEN d. NA (June 1947l..
S-4860, p. 1.2; probahly S\GFOY. .
NS. VU, :l'.U, 230.
AS. VII. 69-74; AS. I, 25:1-256.
NS. VII, 228£.
Ibid., 160-162.209.
NS, VIII. 12; .'VI>. VII. 225; AS. VII. 86.

TOP Sr:eR~l UMBRA 18



DOClO 3838699

JOSEPH A. MEYER. "Tsr' steREl: 1:"A8RA

/

11211

11221

\123\
1124/

[1251
(126)
[1271
[128}
[1291
11301
(1311
{1321
11331
[IMI
11351
11361
1137J
[1381
11~91

11401
1141/
11421
[1431
[1441
[14,? I
11461
11471
(1481
{149j
!ISO)
(1511
1152)
[1531
[153AJ

[1541
11551
1156J
1157J
11581

8-4137 (TICOMIDF-202), Wilhelm Fenner, The History of the Cryptologic
Agency (945); Military Cryptanalysi. n, 545. The patent application was filed
in Germany 23 February 1918. German Patent No. 416.2i9. Koch filed a patent
for ENIGMA with rellector in Hollandin October lin9. No. 10700.
C-l183 (TICQM/DF-213" Ing. A. Scherbiu•• Radio Telegraphy and Cryptography
(923).
C1249 (TICOM/DF-218), "ENIGMA" Cipher Machines (1923).
8-4137; 8-4165. The Cryptologic Bureau was founded in 1920 as part IIf the
Abwehr. but was funded by a registered club. Nuntia. which got its money from
German heavy industry. but this wa. under Abwehrgruppe's direction. Later'
the Army procured it. They had cryptol;l'aphic responaibilities, collaborated
closely with Chilfriermaschinen, A. G.• which was a corporation set up in 1923
by German business men to develop ENIGMA. Part of the ENIGMA was de
veloped hy the Cryptologic Bureau. and the German government owned ""me
rights and imposed secrecy regulation. nn parts of the ENIGMA machines and
nn its sale and distribution during the 1920's and after.
8-4165; S-4584.
8-4165, p. 5.
S-4584; 8-4165, p. 9.
C-1048, U.S. Patents for ENIGMA Ciphering Machines (n. d .. pre-19531.
8-4165, p, 16.
Ibid .. p. 18; 8-4137.
8-4165, p. 24; S-4803.
8-416,';, pp. 11.32.
Ibid.• pp. 11. 1Ii,n.
Ibid.. p. 18.
Ibid., pp. 18-24.
8-4803.
S ·480.1; NS, VIII. 121.
8- 4l6fJ, p. :12.
8-4860, p. 12.
8-4862.
Ibi&. 8-4860. p. 12.
AS, vn. 59.
Ibid.
NS. VIU,10.
8-4803.
[bid.
Ibid.
Ibid.
Ibid.
8-4521; NS. VllI. 121.
8-4!\03.
8-4584.
8-4165, p. 45.
C-131B, Willi Korn. Permutatinll DeL'ice for Use in Codinll Machines. U.S. Patent
No. 1,705.641, March 1929.
NS. VIII, 121.
Ibid.
Ibid.
Ibid.
NS. VIlI. 122.

19 fSP 5E€RE'f tl...81lA



:W··
00
W
en
0)

U>
IJ).

~~:

o
"0 ..

OJ
H
o

~---,---"---,-.~.,:-.....--}

:// :-.., "."::':£G:::-;'2k:·'i'..'.<·,:,':":'/~'·:;'

c." 11:'91-'.'. IbId. I~ff..
, , 1,160,1 ';:'-XS;-YII: liB':,,'.'.. .

.IIBil.· ('NS';YIII'122;1 ~7·

.1:~~'I:·:·;·j&:~~Ei~(':'···;·····.,.,..
\171.1,. '..Sf~~!(;·,;' .";.'
11651:'. 'A~.YII;.MI;:

[1661 ',ys:.vii:124':.. .
\167.1' Bertfa&d.'f,j~m;MA. op. cit. '.
11681 NS. ViI.l~~: .
l1691' S·4521;N$; VII. 12~.
/170 I' N,{ VII.2(). .
11711'· S~4:;2\.

lin I NS, ViI. (.741.. 166-1fi9.
11731 AS. VII.,,!.
11741 Ihid.. 'p. ,,0..
1m 1 Ibid.. p. ·I~.

11761 Ibid.. pp.41-44.
11771, Ihid.. pp. 42.46.
117111 Ibid;. pp. 40-4:.!,
1179\ Ibrd. p. 49.
11801 Ibid.. p. 77.
111111 AS, VIII. 190.
11821 Ibid.. pp. ~7. 1!lO.
/1831 Ibid.. p. 190.
11841 Ibid.• p, 140.
/1851 AS. VlI. ·ill.
11861 AS. XII. 29:;.
11871 AS. VIII. 210.
/1881 AS. VIII. 1421.
\1!\1l1 Se~ rffef~nC" \0l>1..
Illlol AS.I1I.2IL;
11911 AS, 11. 162. .;
119~1 R. Page. D. Leitch. P. Krii~htl~y. Philhv (Andre Deutsch. London. 1968). pp.

138L. 149. 1.16.' . '
11931 • S-2106.Praun. ticrman Radillllllel/if(fnce. IJI': 2tl:l. 211. 217: S-:J2:.!O l(;immler

·Iecture). TICOMID·68.See 100M. .
11941 AS. VIl.J2. 141-14:1. .

.';

/

.;'.

,.,';"",..
' .. :.~

Toe ii!€AET l-:lt\8AA 20
"



, ,.' .. ',' ::

Appendix ,\: Prewar t:NIGMA hilllmunicalion~~ccuriIY and i:rYPlanaIY~i~
, , ' '

The ENIGMA had been de~eloped and subjected" to theoretical
security studies from the early 1920's. Dr. Schetbiusof the Army High
Command ori~ina~d .the wired rotor m8chi~e. in. World ~8r 1,11211
and became 8 prmclpal of a company, Chllfnermaschlnen A.G.,
Berlin, ,which in 1923 was advertising a four-wheel rotor machine
called "F:NIGMA" with 28-point wheel~ and automatic printing.11221
A company hrochure gave an analysIs of ENIGMA security, and
Scherbius published a paper on the !lubject in 1923.[1231 This company
was cl?sely associated with the. German De~ense establi~hment.ll241

Later It was superseded hy Helmsoeth & Rmke of Berlm, who con.
trolled the patents hut did not manufacture the machine.[1251 The
German Foreign Office objected to the fact that the 28-point ENIGMA
needed line current, and might malfunction, and refused to adopt
it.1126 J What the military wanted was a rugged; compact machine
which could be used in mobile warfare. A manually operated hattery,
powered machine,referred to as the "lamp panel ENIGMA'" was
developed by Dip!. Ing. Willi Korn.IIZ7 J U.S. Patent applications by
Korn date back to 1926.(1281 Correspondence from Heimsoeth& Rinke
fiies show that the German Nayy ordered 50 lamp-panel machines of
the 1924 model (which had 2'-J letters) in late 1925·11291 Se~urity

studies had shown weaknesses, and Fenner of the OK W/Chi was in.
valved with Korn of H & R in the 1926-31 period in the development
of a steckered EN.IGMA.1130 IThe 192:3 printin~ ENIGMA was hUlky,
heavy andcomphcated. Korn had developed a rugged, simple and
extremelyreliahle machine, which could he manufactured in quan.
tity. The unsteckered version was adopted, and in 1927 the Army
received 4°o.11:~11 German Si~nal Corps assumed this unsteckered
battery ENIGMA in their plannin~, and the equipment installations
in mobile communication vehicles left sufficient physical space only
for that machine; when a steckered version of ENIGMA was required
the ca.se could not be made lar~er except to lengthen it. by Ii em., and
this physical limitation-and the German insistence on compatibility
of equipment with t.he exist.ing "system"-made it very difficult for
them to include mOTe rotors or more pluggings in the machine.JI:l21
Attempts were made to im,tall a 26-point stecker in the existinl( case
hut this was not compact.II:l:l/ As a result, stecker-pair plugs wer~
introduced to provide a compact partial plul(ginl( on the from of
the machine.' 1341 OKW insisted this development be kept secret.
this was in early 1928.ll~51The Army ordered hundreds !)'lore of thes~ '
26.point battery-ENIGMAs, and had ahout 600 in service in 19:30:11361
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The Navy continued to use the older ENIGMA with 28-point wheels
(which had a 29th letter self-encipher hypassing the maze) until 1934 .
when they also obtained 40! of the three-wheel lamp-E~JIGMAsusing
26-point rotors.[137j

In 1929 a pluggable reflector was proposed by H&R, but was rejected
by !,'enner and others of the Cryptologic Agency.[138 IThe early models
~f the steckered-ENIGMA, which reportedly clime into Service in 1931,
used Drily 3 stecker-pairs as variables, the other letters being
fixed.[139] A Or. Schroeder of the Cryptanalytic Agen~y first made an
examination of the lamp-ENIGMA in 1932733.11401 Later, Menzer.
who was detailed to the Cryptanalytic Agency in 1934 from the Army,
took up the work· and the ENIGMA was improved by the use of more
changeable stecker-pairs. viz.,.,.six pairs.1141J ThIS was apparently
done about 1935. Later, in early 1940, as part of the Fall WiCHER se
curity review, a change to 10 stecker-pairs was made, so that only six
letters were unsteckered.\142j This 1940 stecker change was accom
panied by an indicator change.[143I The German ~avy cipher doctrine
was to provide the highest security for the combat vessels, mine
sweepers, V-boats, etc.:, and they assumed captures would occur; so
the strength of the machine was intended to lie in the variable stecker,
which was conside·red unbreakable.[144j

Manufacture of the battery-ENIGMA was substantial. IH,')I By HKIO
the German Army had 586. By 1939 they had over 10,000, and !';ome.
20.000 three-wheel steckered Army ENIGMAs were produced by the
end of the war.1146j The Navy adopted it in 1934 with an order of 401,
and by 1939 had 1500.11471 By.the end of the war some 8500 three·
wheel ENIGMAs had been produced for the Navy under H & R aus
pices, and another firm. Geyer, had 3000 serial numbers for Naval
ENIGMA.1148j The total number of standard ENIGMAs was probably
over 30,00011491 All these ENIGMAs had the same wirings for three
rotors, and later for live rotors. IISO I A smaller number of special
ENIGMAs .was also produced for special tisers.\151\ Particular users,
such as Hitler's train, had their own unique wirings.11521 During the
war the mllnufacture of the K and G model ENIGMA was discon
tinued.115~J Multiple-notch rotors were patented in the United States
in 1933.1 153A I

While the Germans were systematic.ally improving and testin~ the
ENIGMA, and putting it into wide service. the Poles were attacking it
by cryptanalysis.[154! The 29-1etter Navill ENIGMA used in the 1920
31 period was worked on and read by the Poles'slarting about
1920.11551 Presumahly German ships in the Baltic provided them
traffic. In 1931 the 26-letler Heimsoelh. & Rinke three-wheel
ENIGMA was found to be in !'ervicc (possibly the Army machines in
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the 1927-31 period were not used for radio traffic until.the stecker
modification was available).[156I When Naval use of the three-wheel
ENIGMA started (about 1935) there were only three rotors, and only
six stecker-pairs wer~ plugged up;.so 14 letters were unsteckered.[157 I
The Pules ubtained a phutograph of the 'keysJor a three-month 'period,
during which time the wheel order did not change, and from this re
covered the wirings of all three wheels by cryptanalysis·ll.'lR 1

At this time the indicator system was weak, the so-called "throw
on" system in which the operator chose a window setting and enci
phered it twice, starting with the machine at a fixed "grund" (basic)
setting.[1591 The resulting hexagraph was sent as the indicator. The
indicator system was then changed, and the accounts vary somewhat..
In Army usage the, ()perator chose a grund and a setting, then sent ~he

grund in the clear and doubly enciphered the setting as before, ~e
suiting in a 9-letter indicator but not curing the "throw-on" weak
ness.\l60 IC.H.O'D. Alexander, in the Naval SiJ(int history states that
the Navy indicators changed on 1 May 1937 to a digraphic indicatur
encipherment, and that it was very hard fur the Poles to overcome this,
although they finally got into the new period by a crib.11611 The Army
and Air Furce Sigint account states that the fixed grund continued
until the end of 1938, and then went to the variable grund. [1621 Pre
sumably the German Navy did things differently than the German
Army. The Army account .states that in April 1940 the Germans went
to a new indicator system with an operator-chosen grund, and an
operator-chosen setting, in which the grund was sent in the clear, but
the setting was enciphered only once. The resulting six-letter indica
tor did not have the "throw-on" property, which made attacks on the
machine much harder·1163I The German OKW people stated after
the war that they corrected the douhle-encipherment weakness with a
new indicator system at the start of 1940, and here the dates
agree.[164I The Army and Air Force Sigint account states that the
Germans also went to 10 stecker-pair pluggings at the start of 1940.
and the Naval Sigint story mentions this too, but the German OKW
TICOM interviews never mention this factlwhich is less obvious than
an indicator changel.!16fi I

Because of the indicator changes, after 1937 the Poles found it much
harder to read Naval messar;es. though they managed to do so by some
cribbing and by using their Hombe.11661 The French supplied the
Poles with some pinched materials, and they managed (0 read 80mI'
ENIGMA traffic up to the outbreak of the war.11671

The Germans, in addition to stecker modifications and indicator
changes, distrihuted ~ore rotors. In the Naval ENIGMA, wheels 4
and !i had been introduced by December I9:~H.11681 Then wheels 6
and 7 were introduced (and captured hy early 19401.11691 The Navy
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Because of the long development of theENIGM,{\.;. aridtrf m~riy
security' studies, the' German.' crYlltan8ly~ts weref!l'lIy" corifi4e~tthat
the ENIGMA was secure if it was properly used,l'i72! However, the
military services did not allow the cryptanalytiC bu'~eaus to monitor
real German traffic, and so they were unaware of the extent to which
operators' habits, stereotyped messageR and other cliches had
created weaknesses in the traffic.II721 Their security investigation in
the WICHER case was ba~ on a hYPothetical uSage of the machine.
The Poles, after almost 18 years of reading German traffic, had a much
more accurate knowledge of ENIGMA usage than the OKW cryptana-

. Iysts, but the Germans never discovered this.
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Appendix D: Ser.urily o(Fi;'hSur.~C"""NVH. ENI~I\IA SU.xCH!le8
.'" , '" .

The complete faith which the Germans expressedab6ut the Army
i'Fish" cipher teieprinter strongly iIldicatekth~t they got no leaks or
espionage reports on TUNNY exploit8tio~:comparable to Fall
WItHER. The Germans were apparently sensitive. to capture, for soon
after an OKL STURGEON cipher teleprinter (SZ-52) was captured in
North Africa they forbad the sending ofsecret or top secret information
on STURGEON, and warned thateneiny decipherment was pos
sible./174j Their security studies of TUNNY showed some of its weak
neSses, but not all.l1751 They were fearful ofcrYPta~alysts on STUR·
CEO'N, which was much harder to break than TUNNY and was not
read, while very confident of TUNNY which was read in great volume.
lienee their attitude toward the security of a machine seems based
much more on knowledge that it had been captured or had been read,
than upon any skillful cryptanalytic assessment. Some cryptographic
improvements were made to TUNNY, i.e., SZ-40 was replaced in 1943
by SZ-42.1176I But t.heGermansdid allow the operators to choose
settings, and this gave many depths which were read by a small group
at GCCS-producing 1.4 million letters of decrypts in May 1943, by a
staff of about 20.1177 I .

The TUNNY machine. was produced in considerahle quant.ity
over 1500-and used on landlines all over German-controlled t.erri
tory, as well as on radio Iinks.!178 I No copy of TUNNY was captured
until aft.er VE day.[179j· Another evidence of· German sensitivity to
capture occurred in November 1942 when the. British captured Army
ENIGMA keys in North Africa and the Germans then ceased to send
routine messageo; forming cribs, which set. back British SHaNT for
some time.IIBOj .

The "Fish" problem was exploited only at GCCS.118L\ Even when
the U.S. developed some special "Fish"exploitation equipment, it
was Sent to GCCS and used there.[182 I By contrast, ENIGMA was
exploited on both sides of the Atlantic.[183] The total number of
people involved in "Fi!;h" exploitation was less than 1000, including
600 intercept operat.ors:ll84 IAll the·rest were at GCeS and the number
of cryptanalysts. who knew what was being tead. was under 50.11851
Ina good month some 15,000 long transmissions would be intercepted,
of which about 2000 were converted from undulator tape and sent to
GCCS. Half of these were sent through machine proces~ing to develop
statistics, and finally about 500 transmissions were actually decrypted.
giving .ahout 2 million characters of clear text.ll861 Late in the war,
.volumes of almost 10 million letters of clear text were produced in a
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month, .and inQrecouldhaveb~nproduced.1187;J.i:iec~u~',th~c1e~t
text did not use the C~rnP8et te\ewaphese o(theEN,tGMA'!me~6aJ;(es,

it was much easier. to read Jorpicking out inteiiig~l1c.r;tt~rtis:The
decrypts were produced about liweek af~er. theil1tetc~Pts;so that
the "Fish" material rarely produ'ced tactiCal intelligence; 'but it pro
duced valuable strategic intelligence tOllupplelIlent ENIGMA re-

. sults.[188] Since tactical operations were not usually based on "Fish"
decrypts. they could not compromise the TUNNY exploitation in the
fashion that the uncovered use of the extremely current ENIGMA mes
sages threatened to co'mpromise that source. Where "Fish" decrypts
were reporte.d in Special Intelligence, the source was not identified;
and a consumer could easily suppose that all SPecial Intelligence
came from ENIGMA. It had proved necessary to tell uSers; ~8peciallY

.the Commands, thatENIGMA"-"'rtbt agents-wa's the source of Special
Intelligence, in order to get them to use it and trust it, but there was
no need to mention "Fish." Hence security would automatically be
better because the users did not know the source, and probably fewer
than 100 people, all at GeeS, knew what was actually Coming out of
the "Fish" traffic.

"Fish" decrypts were used as cribs to break into medium-grade
systems (raster), and the "Fish" success was known to the leading
cryptanalysts and seniorSlGlNT administrators on hath sides of the
Atlantic.1189lBut it was probably unknown to almost all high level
people in and out of 'G-2 and the commands, because the exploitation
followed the May 1943aKI'eement between GeeS and the War Depart
ment . covering ULTRA material-by which time ENIGMA success
was fairly widely known.l190 ISince the "Fish" success did not leak, it
appears that the security of Allied cryptanalytic organizations was not
compromised. This in turn sUj(j(ests that the ENIGMA 'Ieaks, which
reinforced the Fall WIGHER pvidence and caused the cipher crisi8 in
Germany (in all systems .except TUNNY), must have occurred out·
side the well-informed cryptanalytic circles, possibly from 'among
the' thousands of lower-level SIGINT people who knew something
about ENIGMA, or from consumers or senior government or military
people who were told about ENIGMA but not about TUNNY. It is
worth noting that the Russians apparently knew about the ENIGMA
success in 1942; at least they asked GeeS for details on the ULTRA
success,' and the Germans might have captured some Russians who
knew too much.119lj Other parties who knew about ENIGMA success
included the French, and M.I.6 and' ass, some of whoSe personnel
worked in occupied territory, and were captured·1192 I

On the German side, the cipher teleprinters were novel and attrac
tive to use, and since the Germans had no specific reason to doubt
TUNNY security, .it was never subjected to the desperate security
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improverqents that ENIGMA experienced. The Germans kn.ew that
the FrencH and the Russians were tapping their land line 'communi
cations, and .probably determined that the use of TUNNY thwarted
those rear area agents, as a result of, capturingsome·1193I Because the
"Fish" cipher teleprinters were introduced 15 years after ENIGMA
came into service, there was no trail of evidence to stain their repu
tations.11941 Curiously, the Germans never considered betrayal of
TUNNY k.eys, even though they were very concerned with betrayal
on other systems. '

The security lesson would appear to be that in SIGINT, where the,
user's confidence in a system is a priceless asset, any 'decrypts should
always be attributed to a target system which is known,to be unsolv
able, so that if a leak occurs, the targe.tcrypto~apherswill conc!lntrate
their security improvements and chang~son the wrong system. ' "
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