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Enigma G-111

1. Introduction

1.1 Preface

In May 2009, German auction house Hermann Historica [2] acquired an Enigma machine with serd IriLintiper

would be up for auction in October 2009. Mr. Thomas Rief of the auction house, contacted Enigma historian David Ham
the USA [5] for information about this type of Enigma. Mr. Hamer subsequently contacted a number of other Enigma
researchers to get additional information. On 1 July 2009, Paul Reuvers and Marcus Simons [1] were given the opportur
have a closer look at the machine, for which they visited Hermann Historica in Munich. The results of their research is
presented in this paper.

G-111is an Enigma of th&hlwerkype, model G31. This model is also referredBnigha Gas its serial number is

prefixed by the letter 'G'. The machine is also known Abwhehr Enigmas it one of its users wasAheehrthe German
intelligence service during World War Il (WWII). Note however, that this name is a misnomer, as the Abwehr was not the
only user. The machine was also used by the Dutch Navy, the Hungarian Army and several others. In historical documel
issued by the manufacturer [10], the machine is referred to as:

Glihlampen-Chiffriermaschinen —ENIGMAe« mit Zahlwerk
und zwanglaufiger Kupplung der Chiffrierwalzen.

Throughout this paper, we will identify the machiZ&hlsverk Enigmanodel G31. As will become clear, the manufacturer,
Chiffriermaschinen AG(later: Heimsoeth und Rinke), used different internal designators for each model and version. The
internal designator used for the G-11dhis15h

This paper describes the machine in general technical terms. The overall conclusion is that, although the machine is in
relatively bad condition, it is nevertheless an extremely rare item and as such a beautiful witness of time. A future owner
certainly appreciate this machine. We highly recommend to have this machine professionally serviced, preserved and/or
restored in order to avoid further deterioration.

We are indebted to Mr. Thomas Rief and his colleagues at auction house Hermann Historica for granting access to the (
and for allowing us to take a series of detailed photographs of the machine, investigate some never-before-seen feature:
recover the wiring of the rotors. We would also like to thank Frode Weierud [3] in Switzerland, for the historical backgrou
to this particular model, and for his help with the internal machine type designators. His research in the German archives
proved invaluable on many occasions.

Eindhoven, August 2009,
Paul Reuvers & Marc Simons

The G-111 was initially offered at auction house Hermann Historica in Minchen (Germany) in October 2009, but wasn't
sold, as the reserve price of EUR 60,000 wasn't met. The reason for this is unknown, but might be related to the poor stz
the machine and the current economic situation in 2009, in combination with the rather high reserve price. After the auct
the machine was therefore returned to its owner.

In February 2018, we received an anonymous letter from the owner of the G-111, in which he confirms that the machine
still in his possession, and that it has since been fully restored. Included with the letter were several photographs and vic
recordings, along with a description of the restoration process. These are now available on the Crypto Museum website

https://www.cryptomuseum.com/crypto/enigma/g/gl11.htm

In the letter, a couple of mistakes and omissitimspaper were addressed. We have therefore decided to update the paper
correct the mistakes and redraw the circuit diagrams. Significant changes and additions to the text, are shown in red.

Eindhoven, 10 December 2025,
Paul Reuvers & Marc Simons
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1.2 Global History

The history of the Enigma machine starts around 1918, when the first patents for its design were filed [2]. In 1923, the first
machines appeared under the Enigma brand. The early models printed directly to paper and were tHechfeibaradied
Enigma&printing Enigma). These machines were bulky and above all very expensive. In 1924, a series of low-cost Enigma
machines was introduced, which produced their output on a panel with 26 (sometimes 28) lamps, rather than on paper. This
was called thglihlampenmasch{giwlamp machine). It was powered by a battery, but needed the energy only for lighting
one lamp at a time. The rotors were moved by applying pressure on one of the keys on the keyboard. Most of the surviving
Enigma machines are of the glowlamp type.

On the next page is a simplified family tree of the various Enigma models. From the top, the tree has two branches. The left
branch shows the printing Enigma machines. In this paper we will concentrate on the rightmost branch. It shows the
development of the glowlamp machine, of which Enigma A was the first. It was also the first Enigma machine to use a reflector
(UmkehrwalzeJKW), and was soon followed by Enigma B and C.

Several models and variants were developed from the early machinEapkschléasseluded by the Kriegsmarine, and a
special version of Enigma B for Sweden, with extra Swedish characters. Both these variants had 28 letters rather than the mor
common 26Funkschlisseh@d a fixed UKW that could be installed in a number of different positions.

Enigma C eventually led to the development of Enigma D in 1926. Enigma D had a settable UKW, which means that it could
be set to any of its 26 positions at the start of a message. The UKW did not move during encipherment. Enigma D was the first
machine to receive a model name: A26. It was internally known by its designator Ch.8 and was sold commercially to a number
of international customers, such as banks, oil companies, governments and large enterprises.

The GermarReichswelthe predecessor of iMehrmachtdopted the Enigma in 1926 and the first machines, based on

Enigma D, were delivered in 1927. These machines were internally identified as CRé&ithsWatmproved the

cryptographic strength of the machine by adding a sastedikdrbrefilug board) to it. They also introduced the new name

for the machine: Enigma | (Roman number 1), so that it could be discriminated from the large printing Enigma H, which they
called Enigma Il. The Enigma | machines were also built by Chiffriermaschinen AG (ChiMaAG) (later: Heimsoeth unde
Rinke) and had the internal designator Ch.11f. All machinedudasedWW!II by the GermawehrmactdandLufwaffeare

of the type Enigma I. The variants that were later usedkneti@marin®i1, M2, M3 and M4) were all derived from

Enigma I. These are the only machines vteckerbretn the family tree on the next page, they are shown in green. The
majority of the surviving Enigma machines are of the type Enigma I.

Around the same time the Enigma | was developed, ChiMaAG also developed an improved version of the Enigma D, which
was calledGlihlampenchiffriermaschine —ENIGMAe mit Zahlwerk und zwanglaufiger Kupplung der CHiBtemeatgen

cipher machine Enigma with counter and coupled rotors). In this paper we will useZzBbinameEnigmahe first

Zahlwerkmachine was developed in 1927 and 1928, and was known as A28 or Ch.15. It was cryptographically stronger than
Enigma D and was much better built. Cog-wheels were used for the rotor-turnover mechanism, rather than pawls and levers a:
in the other models. Because of the cog-wheels, the machine has the ability to be 'wound back' allowing for mistakes to be
corrected ™ a feature that is not present on the other models. A cdiittievdrkis present to count the number of

enciphered letters. Furtherma@&hlwerk Enigniaas a driven UKW, which means that the UKW moves during

encipherment.

In those days, potential customers probably had the option to buy the cheaper Enigma D or th&inhweskeehigma

depending on their budget. Surviving records [10] show that the pricatfoveak Enigmaas 1000 Reichsmark in 1929.
Confusingly, all machines initially had serial numbers starting with the letter 'A’, and there is no way to discriminate the model
from just the serial number. Up to that point, all Enigma machines used cipher rotors with a diameter of approx. 10 cm. The
rotors of thezahlwerk Enigm@\28) where slightly different ™ they had to support the cog-wheel driven rotor-turnover
mechanism and had multiple turnover notches ~ but their diameter was the same.

In or around 1931 a smaller version oZitdwerk Enigmaas introduced, called model G31. It is interoprable with the

earlier Ch.15 (A28) but is somewhat smaller, has a smaller battery compartment, and has rotors with a smaller diameter. Three
versions of this machine were developed, known as Ch.15a, Ch.15b and Ch.15c respectively. The machine described in this
paper (G-111) is of the type Ch.15b. It differs from the other versions, in that it has a connector at its left side for connection

of an external printing device.
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This diagram has been updated to reflect the current understanding of the

nomenclature used by the manufacturer and the relationship between the variou
models. In particular the names 'Enigma A' and 'Enigma B' — previously used fc
the first printing models — are now used to identify the first glowlamp machines.
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ZahlwerkEnigma machines are often calleigma Gas the later versions had serial numbers starting with the letter 'G', but
this is not the case for all machines that belong to this family. The machine is also known RAbivehraEmigmas it

was sometimes used by the German secret serdibeetheduring WWII. However, it wasn't the only machine that was

used by thdbwehrand theAbwehrvasn't the only user of the machine. The correct nZétawserk Enigma Model &1

Enigma G31Machines of this type were also sold to other countries, such as The Netherlands (Navy) and Hungary (Army).

Compared with the more common Enignzahlwerk Enigm@h.15) is different in the following ways:

» Complex cog-wheel driven rotor-turnover mechanism (Getwanglaufiger Kupplung der Chiffrierwalzen
« Ability to reverse the stepping mechanism (for correcting mistakes)

« Multiple rotor-turnover notches (based on relative prime numbers), resulting in irregular stepping

» No Steckerbrett (the Steckerbrett was reserved for the Army)

A few examples Béhlwerk Enigma machif@s.15) are given below. The leftmost one (A351) was probably made in 1926 or
1927. It clearly shows the cog-wheel driven turnover mechanism and has a counter in front of the rightmost rotor. To the right
of the counter is a small port that accepts a crank, allowing errors to be corrected by winding the mechanism back by one or
more steps. The machine is housed in a oak wood case that is roughly of the same size as the Enigma D.

The image on the right shows a slightly later version (A865) that was found in The Netherlands in 2007. This machine is
described in patent DE534947 [7]. In this machine, the counter has been moved to the left and a crank can be inserted into a
cog-wheel close to the rightmost rotor. Apart from that, the machine is functionally identical to the previous one. This machine
is also shown in the first picture on the next page. The wooden case roughly has the same size as that of the Enigma D.

In addition, the later G31 model (Ch.15 a, b and c) has the following differences:

e Smaller body

» Sloped lamp panel (on other models it is aligned horizontally)

e The cipher rotors have a diameter of 85 mm (rather than 100 mm)
« Optional connection for an external printer (Ch.15b only)

The images on the next page, show anzZédullyerk Enigm@h.15) and the later G31 model (Ch.15a) side by side. The

rightmost one is th&dhlwerk Enignraodel G31 (Ch.15b). The machine can easily be recognised by the inclined lamp panel
and the prominent lever at the top. Why this machine is so different from the other models is unknown. Perhaps it was just an
attempt to create a smaller, more portable, machine. The rotors are smaller and therefore take less space.

G (
Early Zahlwerk Enigma — s/n A351 Early Zéhlwerk Enigma A28 — s/n A865
Courtesy of FRA Museum, Sweden Found in The Netherlands in 2007

8 © Copyright 2009-2025



Enigma G-111

Zahlwerk Enigma A28 — s/n A865 Zahlwerk Enigma G31 — s/n G-312

The rightmost image above sh@élsiwerk Enigmaodel G31 (Ch.15a). It is the G-312 that is on public display at Bletchley
Park in the UK [4]. It was described in detail by David Hamer in January 2000 [5]. The G-111 is similar to this machine —
also a model G31 — but has a slightly different designator (Ch.15b) as it has an additional printer connection.

The image below shows three different sets of cipher rotors. The leftmost set shows both sides of the rotors of a standatr
Enigma I. The largest diameter (the thumbwheel) is approx. 100 mm and the diameter of the cylinder holding the numbe
approx. 75 mm. Rotor stepping is controlled by pawls engaging the triangular gaps on the right hand side of the rotor.

The rotors at the centre are frogahlwerk Enigm&28 (Ch.15). They have the same outer dimensions as the Enigma |
rotors, but feature a cogwheel on the right side and a complex ring with a varying number of teeth on the left. The cogwt
and the notched rings are responsible for rotor stepping.

The rightmost rotors are fronzahlwerk Enignraodel G31 (Ch.15a). They are similar in design to the ones at the centre,
but the largest diameter is just 85 mm. The diameter of the letter ring is approx. 62 mm. Furthermore, the spring-loaded
contacts on the right side, are arranged in a zig-zag pattern, whilst the contact pads on the left side are oval-shaped. Ro
this type are used in the G-111.

From left to right: the rotors of an Enigma | (Ch.11f), a Zahlwerk Enigma (Ch.15) and a model G31 (Ch.15a)

Crypto Museum 9



1.3 Working principle of the Wehrmacht Enigma

Although it is beyond the scope of this paper, a brief explanation of the working principle of the Enigma machine might be
useful when trying to understand the differences between the standard Enigma | (M8etirnyattigand thezahlwerk

EnigmaBelow is a simplified circuit diagram of the Enigma |, which fea@teekexrbrdftlug board) that is not present on

other machines. The entire principle is based on a closed electrical circuit. In other words: if a key is pressed, a lamp will be lit.
Which lamp is turned on, depends on a series of permutations by the rotors, the UKW and the plugboard.

The keyboard of the Enigma (input) only has 26 letters (A-Z).
Likewise, the lamp panel (output) also has 26 letters. Spaces,
numbers and punctuation marks were either left out, or were

spelled in full.

When typing on the keyboard, each letter is 'scrambled’ by a
series of cipher rotors. Each rotor has 26 contacts on either side
and a ring with the letters A-Z or the numbers 01-26 around its
circumference. At the right, each rotor has 26 spring-loaded
contacts. At the left are 26 circular flat-faced contact pads.

Inside each rotor is a series of 26 'scrambled’ wires, each of
which connects one of the spring-loaded contacts on the right,
to a contact pad on the left. These wires 'translate’ a letter into
another letter. Furthermore, on each key press, the rightmost
rotor makes a single step, which effectively changes the wiring
for each new letter. After the rightmost rotor has completed a
full revolution, it causes the rotor to its left to step, and so on,
similar to the odometer in a car. This is called regular stepping.
Under certain circumstances, the middle rotor can make an extra
step on two successive key-presses. This anomaly has been
described in a paper by David Hamer in 1997 [11].

In the example below, the letter 'Q' is pressed. Follow the red arrow. The current will firSttpelssrirgttraight
through) and then via a static disc éhiey disor Eintrittswalzeor ETW) onto the first cipher rotor (1). The rotor
'translates' the letter into some other letter and passes it onto the next rotor. This continues until the current leaves rotor (3) on
the left. At the far left is a (static) refledionKehrwalzer UKW) that sends the current back into rotor (3). Now follow the
blue arrow. This time the current passes the three rotors from left to right until it hits the ETW again. From the ETW it is
passed through tisteckerbretgain, where it is swapped with another letter. Finally, the current |esteekehiereetnd
the lamp for the letter 'E' is lit on the lamp panel.
Q

VARSIVATINA
[ [
[

W E R

-

UUUUuUu
® O Q
dddod

=

U U U UUU
UUUUUU
UUUUUU

Battery |

g
9

Ebl\[ e L

From the above it is clear that this whole operation is reversible. In other words: if — in the above situation — the letter 'E' was
pressed, the lamp 'Q’ would be lit. The current just flows in the reverse direction. This effect is caused by the UKW and allows
the sender and the recipient of a message to setup their Enigma machines identically. An undesired side-effect of this principle
is that a letter can never be ciphered to itself. In other words: if the letter 'A' is pressed, it can produce any other letter, except
for the letter 'A'. This is one of the weaknesses that helped the code breakers at Bletchley Park to break the Enigma during
WWII. Another weakness of the Wehrmacht Enigma is the regular stepping of the rotors. On the other hand, the addition of
the Steckerbrattade this machine more difficult to break than the other models.

UKW 3 2
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1.4 Working principle of the Zahlwerk Enigma

The basic principle of tE&hlwerk Enigmia similar to that of thenigma described on the previous page. It has a keyboard,
cipher rotors and a lamp panel. But that is where the similarigaderk Enigndoes not haveSieckerbretthich made
theEnigma more difficult to break. On the other hand, it has a far more complex rotor stepping mechanism that causes ¢
rotor to step more frequently in a less predictable manner. This is called irregular stepping. Furthermore, the UKW can b
to any starting position anddisven by the rotor stepping mechanism. As such, the UKW plays an active part in the cipherir
process. This is not the case with the Enigma |, where the UKW is

static.

VA VARREVANREIVA

i g Wy T

—
];—— Q [w JE TR
[

[
Avis T

The simplified circuit diagram above, explainsZétwwerk Enigmaorks. From an electrical point of view, it is identical to
Enigma | without th&teckerbreth that respect it is simpler than an Enigma I. From a mechanical point of view however,
Zahlwerk Enigmia much more complex. First of all, the UKW (reflector) can be driven by rotor 3, which increases the cipt
period and, hence, the complexity of the cipher.

= T T

UUUUuUu

=

U U U UUU
UU UUUU
UUUUUuU

N

o

— é
Battery |

UKW 3 2 ETW

Secondly, each rotor has multiple turnover notches, causing the rotor to its left to step more frequently. As the number o
notches are relative primes of 26, the period of the entire system (i.e. the number of steps before the cipher repeats itsel
increased. All knowzgahlwerk Enignmaachines, have 17, 15 and 11 notches on rotorsl, Il and Il respectively.

Another mechanical difference betvidgdrwerk Enigmend Enigma |, is the way in which the rotors advance. In Enigma |, a
mechanism with pawls, levers and notches drives a ratchet (saw-tooth-shaped ring) on the right side of the rotor. As a re
rotor can only step forward. The stepping mechanismzittveerk Enigmia driven by firmly coupled cog-wheels, so that

the entire stepping mechanism can work in both directions, allowing for errors to be corrected. Because of the cog-whee
the most complex rotor-turnover scheme can be reversed. Furthermore, the stepping mech&itidwedt theigmdoes

not suffer from the double stepping anomaly of the Enigma |, as described on the previous page [11].

Due to differences in operation as described @abtwerk Enigmia not compatible with Enigma I. In other words: it is
impossible to exchange messages between these two Enigma models.

Left side of an Enigma-G rotor Right side of an Enigma-G rotor

Crypto Museum 11



Update 10 December 2025

In the text on the next page (2.1), it is suggested that the G-111 model (Ch.15b) is perhaps a one-of-a-kind find. At the time
the paper was written, this was correct. Another machine from the same batch, with serial number G-110 has since turned up
and is now part of the collection of the Bletchley Park Museum (UK). Contrary to the G-111 however, the G-110 is a relic that
was unearthed from a battlefield in 2022 without its rotors. It has been preserved but is not in working condition.
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2. The G-111
2.1 History

Only a limited number atahlwerk Enignmaachines have survived (approx. 20) and only a hand full is on public display.
They are all of the type Ch.15a. These machines are considered very rare. The G-111 has a special feature that has not
seen on similar machines before: it has a socket for a large connector at its left side. The presence of this connector mal
machine even rarer, perhaps even one-of-a-kind. The G-111 should therefore be considered extremely rare. The internz
designator for this machine was Ch.15h. The connector and its use are described in chapter 3.

Records show that this machine was from the first batch of this model (G31) ever manufactured [3]. It was part of a serie
machines (G-101 to G-124) that were delivered to Hungary. It is likely that the sale took place in or around 1931. It is
unknown at this time who the customer was but, knowing the close relationship between the German and Hungarian
intelligence services, it is very likely that it was the Hungarian Army, or perhaps the Hungarian intelligence service.

According to the previous owner, the G-111 was found about 30 years ago at a house clearance sale in Berchtesgaden.
unknown how the machine ended up there, as it was originally sold to the Hungarians. One possibility is that it was reco
by the Germans during WWII, but it is also possible that it landed there for some other reason, including 'by coincidence

2.2 Physical condition

2.2.1 Wooden box

The wooden box has suffered quite a bit. In some way this is good, as it has protected the machine for worse. Much of tl
veneer on the top lid has gone and the wood is extremely dry. Unfortunately, the lid-retaining brackets on both sides hax
lost and appear to have been broken out of the lower part of the case. As a result, the lid can't be left open without the s
of, say, a wall. The leather carrying strap is original and complete. It is dried out, has cracks and should never be used.
normal for a leather strap of that age. The manufacturer plate and the logo are missing (have been removed).

The crank — used to wind back the rotor mechanism in case of a typing mistake — is present and is stored inside the lic

wooden case. It might not the original crank, but a reproduction that was made sometime during its lifetime, when the or
one was lost. Please refer to chapter 2.3.3 for more information about the crank.

The wooden box with the top lid up The leather carrying strap

Advice: If a future owner wishes to restore the case, we suggest to repair the parts that are broken out of the botto
replace the supporting brackets by replicas. This would allow the lid to remain open without any further support an
suitable for display purposes. We suggest to leave the rest of the case in the current state as a witness of time, an
wood appropriately to avoid further deterioration of the wood. The leather strap should also be preserved to avoid
deterioration.

Crypto Museum 13



2.2.2 Exterior

The exterior of the machine is in bad condition. The outer metal shell shows serious signs of rust and the text on the curved
plate above the power switch is barely readable. The lamp film has cracks at the letter 'V' (the fifth letter on the bottom row)
but the remaining letters are OK. On the keyboard, the glass on four of the key-tops has been broken. It is up to a future ownel
to determine whether to leave the machine in this condition, or to have it restored to its original state.

Top view of the machine Close-up of the keyboard and the lamp panel

The bottom of the machine is in surprisingly good condition. It is bolted to the bottom of the wooden box with four M5 bolts.
To aid our research, these bolts had been removed temporarily, prior to our visit. The original bolts are present with the
machine. The serial number of the machine (111) is stamped in white ink at the bottom. The 4 rubber feet — bolted to the
bottom of the base plate — are still in good condition.

2.2.3 Interior

The interior of the G-111 is in bad condition. That doesn't mean however that it is beyond repair. It is complete and can be
brought to life when this is desired by a future owner. The machine shows significant signs of heavy use. After the war, it has
probably been stored in dusty damp place. The mechanism and the rotors are very dry and dirty, but can be cleaned and
maintained. The contacts of all switches inside the machine show signs of corrosion but can be preserved.

Currently, the rotor-turnover mechanism isn't working. It appears to be somehow blocked. Some of the red rubber rollers

(located behind the rotors) are broken or missputate 10 December 2025 ™ In 2018 it was discovered that a piece of stone
had been blocking the mechanism. It has since been removed and the mechnism is now working again.

The Umkehrwalze (reflector) The Eintrittswalze (entry disc)

Advice: The interior of the G-111 urgently needs maintenance. All contacts are corroded seriously and it is our advice to
them cleaned and preserved, whilst this is still possible. Cleaning the interior requires most of the machine to be disasse
Once properly serviced, there is no reason why this machine shouldn't work again.

14 © Copyright 2009-2025



Enigma G-111

2.2.4 Rotors

The rotors all have matching serial numbers (G-111) and are functional. The machine has clearly been used heavily, as
contact pads on the left side of each rotor show wear and the heads of some of the spring-loaded contact on the other s
been flattened somewhat. For our research we've cleaned the contact pads slightly with a non-invasive technique. All co
and wires inside the rotors are alright and no short circuits have been found. The wiring of the rotors has been recoverec
the results are presented in chapter 2.3.3.

The leftmost image below shows the left hand side of one of the rotors, showing the oval-shaped contact pads. Also cle:
visible in this picture is the small pin used foRihgstellun@ing setting), currently at the letter 'A". The rightmost image
shows the right hand side of the rotor, featuring the spring-loaded contacts arranged in a zig-zag pattern. The latter was
probably necessary because of the smaller diameter of the rotor. The top of each of the spring-loaded contacts normally
rounded, but the image shows that some contacts have been flattened somewhat due to wear.

The left side of a rotor and the Ringstellung The right side of one of the rotors

The leftmost image below shows the complete drum. The disc on the right is the (&rtiyttis@lze, or ETVehd the one
of the left is the reflectdmkehrwalze, or UKWh between the ETW and the UKW is a spindle with the cipher rotors. In
this machine, three rotors are present on the spindle. The right most image below shows the three rotors on the spindle.

The drum inside the machine Three rotors on a spindle

It is often thought that this machine is a true 4-rotor machine, but that is more a matter of interpretation. If the UKW is
ignored for a moment, there are just three cipher rotors. However, the UKW on the left is also part of the cipher mechani
so, if that is counted in,igta 4-rotor machine. On the other hand, every Enigma has an UKW and could therefore be callec
4-rotor machine. The only difference is that in a standard Enigma |, the UKW is fixed, whilst in a commercial machine (e
or K) it can be set to any of 26 positions (settable UKW) andZiattheerk Enigmiaiis also moved by the rotor-turnover
mechanism as well (movable UKW). The expression '4-rotor machine' is generally reserved for the Enigma M-4 (Ch.11g
machine with 4 cipher rotors and an UKW. It was used by the German Navy (Kriegsmarine) during WWIL.

Crypto Museum 15
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2.3 Machine description

2.3.1 Patent shield

The G-111 holds a patent shield at the rear side, that can only been seen when the machine is removed from the woode
It is fitted permanently to the case and is located just below the rear hinge. A series of patent numbers in various countri
listed. The abbreviation 'D.R.P.' standDfeutsches ReichspéBariman Patent). The abbreviation 'D.R.P. ang.' stands for
Deutsches Reichspatent angefRatdat Pending). The line at the bottom ré&dgere Patenten in allen Kulturstaaten

(Further patents in all cultural states).

Position of the patent number label

2.3.2 Lamps

Close-up of the patent numbers

The lamps that are currently present inside the G-111 are definitely not the original ones. They are of the standard sphel
type rather than the special 'flattened' models used in those days. Furthermore, the lamps show no sign of age and are ¢
at 6 V rather than 3.5 V. The drawing below shows the difference between ordinary (spherical) light bulbs and the specie
flattened types used in the Enigma. Two different types are known: a fully clear one, and a half-opaque one.

23 mm

Standard E10 lamp

12 mm

6mmI

Flat-faced lamps

20 mm

The diameter of the flat-faced lamps is slightly larger (12 mm) and, more importantly, they are somewhat lower than the
standard spherical ones. Using standard lamps may cause damage to the letters of the lamp panel itself. The letter film i
of celluloid, which easily burns or cracks when it comes in contact with a (burning) lamp.

Advice: It is recommended that these lamps are either removed by the future owner or (better) that they are replac
original lamps or suitable replicas of 3.5V /200 mA. The cracks that are currently visible on the lamp panel (see ¢
2.2.2) are most likely caused by the use of improper light bulbs. It is up to a future owner of the G-111 to have the
replaced, repaired or to leave it in the present state.

Crypto Museum
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2.3.3 Crank

The Z&hlwerk Enignmigatures a complex rotor-turnover mechanism that allows mistakes to be corrected in case of a typing
error. In order to wind the mechanism back, one would insert a crank into a hole on the right side of the machine. The crank is
usually stored inside the top lid of the wooden box. There is a crank present in the lid of the G-111, but it might not be the
original one, as it is not built to the high German standards of the era. We do believe however that it is old and that it was
probably made as a replacement for the original that got lost. Similar cranks of the same 'lower quality' build standard have
been seen before with otBéhlwerk Enignmachines. The dimensions of the crank are given below.

5 30

143

5@

19

The crank of the G-111 (all sizes in mm)

2.3.4 Rotors

This machine has three removable rotors. The fourth rotor (i.e. the leftmost one) is the UKW which cannot be removed. Most
Zahlwerk Enignmaachines were supplied with just three rotors that could be placed on the spindle in any given order (i.e. 6
possible combinations). Some machines, however, were supplied with more rotors in order to increase the key space. This is
also the case with the G-111. Although only three rotors have been found with the machine, they are numbered I, Il and V,
indicating that at least 5 different rotors had been supplied with the machine.

As part of the investigation, the wiring of the three rotors and the UKW has been recovered. The UKW is wired in the standard
fashion for commercial Enigma machines. As far as we know the wiring of the rotors does not match any known rotor wiring
for Zahlwerk Enigmaachines. The wiring of the rotors is listed in the table below. The coloured cells indicate the position of
the rotor-turnovers. When this letter is visible in the window, it causes the rotor to its left to step by one position on the next
key press. Please note that the actual turn-over notch is 8 positions further on the rotor. The rightmost column of the table
gives the total number of notches on each rotor. The positions of the notches on rotors | and Il are identical to those on rotors
I and Il found in otheZahlwerk Enigntaachines.

A BICIDEFIGIHI|J/KILIM|NIOPIQR|S|TIUVW[X|Y|Z
Il [W/LIR/IHB|QUNDK|JICIZ|SIE|X|OTIMA|G|Y|F P|V]|I
| T/IFJQA|ZIWMHLICUII|XIRDYGOEVB|NSKP
vV |IQIT/IP|I'|XWVIDFRMU|SILIJIOIHIC/IAINIE|Z|K|Y|B|G

lukw | 1 [M[E|T|c|G|F R|A|Y|s|Q|B |z x|w|L H|K|D|V]U|P|O]J|N]|

l[ETW [Q/w|E|R|T|z|U|1]0o|A|s|D|F|Gc/H|J|k|P|Y|X|C|V|B|N|M[L]

The UKW has the standard wiring of the commercial Enigma D and Enigma K, which suggesihaetkd=nigmaas
initially designed as a commercial machine. The same wiring for the UKW was Bahidvaria Enigm@\-865) in The
Netherlands andZéhlwerk Enignmodel G31 that was found in Argentina at the end of WWII (G-260). The latter is
believed to have been used by the Gekimaahr
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2.3.5 Printer connector

The G-111 has a special socket on the left, close to the UKW. This socket accepts a connector with a diameter of appro
A hole of roughly the same diameter is present in the wooden box as well. This is a unique feature of Ziiklperticular
Enigmamodel G31. Although the existence of such a connection is known and patents have been found to support this, i
the first machine of this type found with this special feature. A detailed description is given in the next chapter. The mact
was internally known by the manufacturer by the designator Ch.15b.

The socket is in fact a very complex set of contacts, combined with an integrated 26-pole switch, allowing a printer to be
connected whilst, at the same time, disabling the light bulbs. The entire assembly is mounted below the UKW and is fitte
directly to a circular hole in the casting of the chassis.

Update 10 December 2025

Research of other surviving Enigma G31 models (Ch.15a)

has since revealed that the cast chassis of these machines also
have the circular hole in which the printer socket can be
mounted. This means that there was only one type of casting,
and that the printer socket was a foreseen feature. The image
on the right shows the rear left corner of the chassis of the G-
219 (Ch.15a) from the Crypto Museum collection.

Relative position of the connector close to the UKW Looking into the connector

Top view of part of the switch below the UKW Perspective view of the switch below the UKW

Crypto Museum 19



The Enigma H, model H29 (Ch.14), delivered to Hungary in 1929. It was used as a printing device for the G-111
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3. Printer socket

3.1 Introduction

A very special feature of the G-111, is the presence of an expansion socket at the left, close to the UKW. So far, this fea
not been found on any oth&ihlwerk Enigmiaefore. The expansion is described in patents DE536556 [8] and DE595075
[9]. It allows another — much larger — printing Enigma (such as the Enigma H) to be connected and used as a printing ¢
It is believed that the printer connection was an option that was also available for the Enigma .

When used in this way, the Enigma H (shown in the picture on the previous page) would only function as a printing macl
and its cipher capabilities were disabled. Connecting a printer allowed a cipher clerk to decipher any incoming message:
faster then when reading-off the lamps and writing down the letters. The Enigma H could not be used for this directly, as
incompatible with thgahlwerk Enigmar the Enigma |.

3.2 Physical position

The socket is located at the left side of the machine. A hole of approx. 50 mm is present in the lower part of the metal bc
gives access to the socket which is mounted behind the hole. When the machine is mounted inside the protective woode
a hole in the box provides access to the socket. The socket is actually mounted slightly off-center, but the hole in the me
body is large enough to accommodate the connector (i.e. the plug).

36.8 50

Lower part of Enigma-G body

Rear size

37
31

AAAA

View of the left side of the lower part of the G-111 (all dimensions in mm)

To the right of the socket is an oddly-shaped metal flap that pivots around an M5 bolt. It can be used to close the socket
protect its contacts when it is not in use. The flap has two small folded edges that allow it to be moved with, say, a fingel
The upper edge reaches just above the lower part of the wooden box, so that the flap can be controlled even when the r
is mounted inside the wooden box. Below is an illustration of how the flap is moved.

o@
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3.3 26-pole switch

Zahlwerk Enigntaas 26 lamps on its lamp panel. These lamps are specified at 3.5 V or lower and are normally powered by a
battery of approx. 4.5 V. The current trough the lamps is approx. 200 mA. When the printing device is attached however, the
voltages and currents are much higher, as the machine has to drive the solenoids inside the Enigma H directly. As a result, the
lamps would be blown. Removing the lamps was not considered an option, as one had to remove them each time a printer wa
attached, and re-install them for standard operation without a printer. To overcome this problem, a solution was developed, in
which all 26 lamps are automatically disabled as soon as the printer cable is plugged in. This solution is described in patent
DE595075 (Appendix E).

The patent describes a switch that is operated by the plug itself. The cable from the printing device has a plug with 28 spring-
loaded contacts. After inserting it into the socket, it must be turned slightly to lock it in place. When doing so, the spring-
loaded contacts of the plug slide into position to make contact with the circular pads of the socket. At the same time, an
internal cylindrical connector behind the socket is moved out of position, which interrupts the wiring to the 26 lamps.

Spring-loaded Spring-loaded bullet to lock the

28-pin plug

contacts switch in one of two positions
Cable to printing device Die-cast stubs to hold the switch
Key (part of the base plate structure)

Internal connector with
26 spring-loaded pins.
acting as a rotatable switch

-

uuuguyupuuu

Pertinax assembly with /

contact pads at either side

Wires to Enigma lamp panel

Metal enclosure of the Enigma e——+

Die-cast chassis of the machine

Wires to Enigma keyboard /

The switch is a complex construction that consists of static and movable parts, both inside and outside the machine. The imag
below shows the static part of the socket. The plug (not part of the machine) actually behaves as part of the switch. It has 28
spring-loaded contacts, arranged in a zig-zag pattern, that matches the contact pads of the socket. At the center is a key that fi
the asymmetric key-hole at the center of the socket. It can only be inserted one way around.

| 46

19.5

A
Y

46 38| C T 1287

All sizes in mm
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The exploded view below clarifies the operation of the socket/switch. Please note that during our investigation, we were
to dismount the switch assembly. We are therefore uncertain about the shape of the center part and the cylindrical conte
had to make a few 'educated guesses', based on the German craftmanship of the era. This is also the case for the conn
the plug), which we have never seen (yet).

The socket assembly consists of a package of three pieces of Pertinax (Paxolin). The leftmost one is square, and is visil
the outside. The other parts are disc-shaped in order to fit through the hole in the left side of the die-cast chassis. The ce
part (i.e. the first disc-shaped unit) is smaller in order to accommodate the wires to the Enigma keyboard. The three part
held together with 4 recessed M3 screws, fitted from the rear (assembly mounting screws).

28 cylindrical contacts

Rotatable part

Assembly
mounting screws I

Wires to Enigma lamps

Screws to mount @ «—— Wires to Enigma keyboard
assembly to the

die-cast chassis

The switch assembly is inserted from the left into a hole in the die-cast chassis, and is fixed with three recessed M4 scre
drawing below shows a cross section of the assembly, the die-cast chassis and the rotatable switch, as seen from the to

e I
youugupuuguy
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Contact pads of the socket

Key hole

Position of the spring-loaded
contacts of the connector when
inserted into the connector

When no plug is inserted, the spring-loaded contacts of the rotatable switch are aligned with the contact pads of the assembly.
In this situation, the lamps are connected to the corresponding switches of the keyboard. When inserting the plug, the spring-
loaded pins of the plug are not aligned with the contact pads of the assembly, as they are displaced by approx. 12.8° (i.e. in
between the contact pads). The key, which is a fixed part of the plug, reaches through the assembly into the rotatable switch.

== «———— Spring-loaded bullet
Lock

Cable from H29

Rotatable switch (internal)

28-pin plug (external)

——— to lamps

Once the plug is fully pushed in, is is turned approx. 12.8° clockwise until the internal rotatable switch is locked in its second
position. A spring-loaded bullet ensures that the switch is kept in this position. The contacts of the plug — that were previously
positioned in between the contact pads — are now resting on the contact pads of the socket. At the same time, the rotatable
switch is moved out of position and its contacts are now resting in between the contact pads. In other words: when the plug is
turned clockwise, the wiring from the Enigma keyboard to the lamps is interrupted and is instead connected to the socket and,
hence, the external plug.
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3.4 Keyboard locking solenoid

According to patent DE595075, there should also be a keyboard unlocking solenoid present inside the Enigma. When a
was pressed, it would be locked in place to allow the printing device to do its work. Once the letter was printed and the
printing device had finished its printing cycle, the solenoid would release the Enigma keyboard again, so that the next le
could be pressed. The solenoid probably resides somewhere below the keyboard. During our investigation we have not
able to locate the solenoid as the machine would have to be (partly) disassembled for that. Whether or not we will be abl
investigate this part of the machine in the future, depends on the future owner of the machine.

Update 10 December 2025

It has since come to light that there is no keyboard locking solenoid present inside the machine. Instead, there is an extr
normally closéuc.) switch mounted under the actuator (i.e. the large see-saw under the keyboard). It provides a so-calle
keyboard-releasgghal to the connected printer (i.e. the Enigma H29). The contact is opened as soon as one of the keys ¢
pressed, and closes again when all keys are released.

3.5 Circuit diagram

One of the goals of our investigation was to establish the wiring of the printer socket. Unfortunately however, the contac
the G-111 are dirtly and possibly corroded. As a result, we were unable to measure a single wire between ETW, keyboa
panel and printer switch. Although the contacts are currently in bad condition, this does not mean that the machine is be
repair. In order to clean and preserve the contacts in a proper manner, the machine has to be largely dismantled. We ho
a future restoration job will eventually reveal the wiring of the printer connection. Again, this is up to the future owner.

Update 10 December 2025

The current owner of the G-111 has since restored the machine to working condition, and has provided us with additione
information. It enables us to explain how the printer socket and its integrated 26-pole switch are connected to the rest of
machine. We are now also able to explain the operation of the 4-position power selector and the external power terminal
chapter has therefore been rewritten completely, and new circuit diagrams have been inserted to reflect the actual situat

The printer socket has 28 contacts, two of which are marked (33) and (34). They carry the common rail K8ghaadithe
release sigiiadl) respectively. The remaining 26 contacts are for the letters (A-Z). Below is the simplified circuit diagram ¢
machine (Ch.15b), in which only the first four letters of the keyboard are shown. Let's first consider normal operation (wil
printer). The power selector (S1) in thehtle(bright) position. The printer is not connected, so the large 26-pole switch (S2
" integrated with the printer connector ~ is in the left-most position. In this situation, the lamps are connected.

AR A AN

UKW 3 2 1 ETW

TUOUUUT
— T T T I T
TUUOU0UUUO
— T T T I T
TUUOU0UUUO
— T T T I T

U UuuyuyUy

| Battery

When the letter 'Q’ is pressed, the current flows from the battery through the single-pole switch 'Q' on the keyboard, into
entry disc (ETW) and then through the wiring of the rotors (1, 2 and 3). When it reaches the reflector (UKW), the current
sent through the rotors again in reverse order (3, 2, 1), and leaves the rotor stack via the ETW again. It then arrives at th
-pole switch under the W-key, which passes the current on to lamp 'W', which is then lit. This is illustrated in the diagram
the next page.

Crypto Museum 25



A
o< B B I3
=p\ Bp i 0P
= \I=p | =p 0>
Pp e PR P
» =i} » »
gl aditadiya
%Battery

We will now connect the printer to the terminals at the top. When inserting the plug into the printer socket at the left side

of the machine, the embedded switch (S2) is set to the rightmost position. The lamps are now disconnected and the keyboard
switches are now connected to the printer instead. To use the printer, the power selector (S1) mestiessbt{arge

machine) and the two power termif@alsnust be shorted with a strap wire to ensure circuit continuity, as shown here:

s

UKW

TUUUUU
—m T ™ T T T
TUUUUU
TUUUUU
T T ™ T T T

U Uuyuuyuy

In this situation, the internal battery of the Enigma is disconnected, whilst power is provided by the printer through pin (34) of
the printer socket. Note the extra switch (S3) that providesytoard-releaggnal to pin (33) of the socket. In rest, when no

key is pressed, it is connected to pin (34). As soon as any letter on the keyboard is pressed, this signal is interrupted. S3 is
mounted under the actuator below the keyboard. It is not present on other Enigma G models.

PR
- b o
toh | ol o
ioh \ ol | B OB
Bh {2 [ D
» [3]] » »
b [:h:

The diagram above shows what happens when the letter 'Q' is pressed on the keyboard. The current (which is provided by the
printing device) flows through the machine in the usual manner, but rather than lighting up lamp 'W', it is passed by switch S2
to the printer, which then prints the letter 'W' onto paper. Note the importancestodrieming strapP).
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